Learn How to Configure EnGenius Wi-Fi Products

for Popular Applications
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Operation Modes

* Access Point (AP) / WDS AP
e Client Bridge (CB) OUTDOOR BACKHAUL INTEGRATED with INDOOR WIFI

e Up=to 5 Miles =

e Repeater
* WDS Bridge

* Client Router | =
AP Router _.~ H/
Repeater ‘/m
e
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 An access point (AP) acts as a central transmitter and receiver of
wireless LAN radio signals.

e A wireless router combines the functions of a traditional swntch
firewall, and wireless access point. -

ESR9855G -
a
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Cable/ DSL
USB Adupter
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WDS Access Point

 Wireless Distribution System
e Mac Address based ad-hoc connection

 Allows multiple access points to communicate without
the need for a wired backbone to link them.

 Devices using the same chipset recommended
 Should be limited to one hop.
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Client Bridge

Acts as a wireless client that interfaces to an Ethernet
device.

Stand alone device, no drivers required, platform

independent.
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 Allows a wireless network to be expanded using multiple access
points without the need for a wired backbone to link them.
Client and AP at the same time

SSID based association

Works with standard 802.11 access points

Should limit the use of repeaters to one hop

Dual radio repeaters are better than single radio repeaters

e — AL - VAN

ESRO752 ERBY250 Laptop
with EUB9801
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WDS Bridge

 Best for point to point deployments
e MAC Address based Ad-hoc association

Device A Device B
LAN IP: 192 .168.10.100 LAN IP: 192 .168.10.101
00:02:6F:55:F0:11 00:02:6F:5B:75: 7B
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Client Router

e Similar mode as client bridge

 Wireless and Ethernet interface separated by NAT firewall
e Wireless interface acts as the WAN, connects to an AP

e Ethernetinterface connects to LAN

Ethernet IP: 192.168.1.xxx Wireless LAN IP: 44.205.3.76
LAN Public
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AP Router

e Basic wireless router function with no switch

 Wireless and Ethernet interface separated by NAT firewall

 Ethernet portis the WAN interface and receives a public IP
address from the ISP

 Wireless interface acts as the LAN

Wireless LAN IP: 192.168.1.xxx Ethernet IP: 44.205.3.76
LAN Public
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Dual Radio

« Each radio is configured as a separate device on a single unit.
e Can be dual AP, or use 5GHz radio for backhaul and 2.4GHz for

clients
L T Security .
e Camera f
EOC2611P e
Client Bridge 802.11b/g o8 . ._.' o ;
Mode ¢ 802.11a 0CE |
_w"‘ ----- & ode
[;J" 3
o’ ‘0

EAP3660
Active Point Mode

EOA7530 :
EOA7535 (Indusirial IP68 Enclosure)

Data Server

Access Point Mode

Switch USB Adapter

EUBS801
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Web Based Configuration

e Configuration is done using a web browser

~|42] x || oo

2 -

S e i €8 hittp:/710,128.0,160:5004/setup.cgi | i

‘ EnGenius

‘ Client Bridge

Status

" Main
" Connection Status
" System Log

System

= System Properties
" |P Settings
* Spanning Tres Seftings

Wireless

® Wireless Network
" \Wireless Security
= Wireless Advanced Settings:

Management

*  Administration
= SNMP Settings

e - v g v b Page v (i Tools + e

Wireless Outdoor Access Point/ Client Bridge

- Connection Status Home

m

L

|| Done
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TCP/IP

* No drivers required for AP/CB devices.

 Devices can be configured with Windows, Mac OS X, or Linux.

e Most EnGenius Access Point / Client Bridge models have a default
IP Address of 192.168.1.1, unless otherwise stated in the
documentation that comes with the product.

e The Network Interface Card (NIC) on the PC used to configure the
device must have an IP address on the same IP subnet,
192.168.1.xxx in order to access the web based graphic user
interface (GUI).
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Local Area Connection Properties

Navigate to the Network Connections window.
*Right click on the icon for the Local Area Connection, then

select Properties.

Windows XP

Windows Vista/ 7

"= Network Connections

File Edit  ‘iew

@ Back - -(__ﬁ] fﬁ' ./:\J Search ffl.- Falders

&ddress |‘}_ Metwork Connections

Favaorites  Tools

Advanced  Help 'fF

'

- F.Y
%8¢ — LANor High-Speed Internet —
MNetwork Tasks £ - )

I— & Wireless Network Connection 7
Connected
W i) EnGenius PCI Wireless Mebwor...

f\sql Create a new
conneckion

Sek up a home or small
office network

g2 Change Windows
Firewall settirigs

% Dizable this netwiork:
e e

Ares Conneckion

Disable
Status
Repair

Bridge Connections

Create Shorbcut
Delete

Rename

P -
Uu—|4‘ﬂ + Control Panel » Metwork Connections

— —

‘ Organize

s o

Name Status Device Name Connectivity Metwork Category Owner Type Phone # or Host Addre..,
LAM or High-5Speed Internet (2] A
‘kl Local Area Connection l‘;‘ Wireless Metwark Connection |
o ch.com s ‘-M Disabled
Yukon B8EE058 PLCI- - WO .
Disable
Status
Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

Properties
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Network Connections

*Double click on the listing for Internet Protocol (TCP/IP)
*In Windows Vista and 7, make sure to select Version 4

Windows XP Windows Vista/ 7

W Local Area Connection Properties ﬁ

L Local Area Connection Properties

General |,ﬁ'dvancedi Metworking

|l Connect using:
l;l' Marvell Yukon 88E2058 PCI-E Gigabit Ethemet Controller

Connect using:
B IntelR) PROA00VE Metwark Conne

Thiz connection uses the following items:

This connection uses the following items:

vl .Q File and Frinter Sharing for Microsoft Metwork s L % Client for Microsoft Networks
3Bl 05 Packet Scheduler ! QTee‘ferE M
vl %= AEGIS Protocol IEEE 802.1%] w3.2.0.3 : i QQQS Packet Schediiler
éE TMM [ — @Flle and Printer Sharing for Microscoft Metworks
= = [ & Intemet Protocol Version & (TCP/IPvE)
Urinstal W |- ot Protocol Version 4 (TCP/IPv4)
e i Link-Layer Topology Discoveny Mapper 170 Driver
Diasetipion <t Link-Layer Topology Discovery Responder

Transmizsion Contral Protocol/Internet Pratocal. The default
wide area nebwork, protocol that provides communication Ingstall. . [ Urinstall [

acrozs diverse interconnected networks.

Diescription
: : i Transmission Control Protocol /intemet Protocol . The default
[l Sh':fﬂ iorn n':'t'f'.':at":'n are..a when c.:u:u.nnected . wide area network protocol that provides communication
[] Matify me when this connection has limited ar no cannectivity across diverse interconnected networks .

N ok || Cancel

Ok Cancel
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Internet Protocol (TCP/IP)

*Select the option to Use the following IP address

*Enter the IP address 192.168.1.10 and Subnet Mask
255.255.255.0, then click OK.

Windows XP

Internet Protocol {TCPSIP) Properties

General |

Windows Vista/ 7

You can get [P settings aszigned automatically if pour network, supports
thiz capability. Otherwise, vou need to azk vour network. administratar for
the appropriate [P settings.

{7 Obtain an |P addiess automatically
(®) Usze the following IP address:

Internet Protocal Version 4 (TCP/IPv4) Properties Lm

General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(71 Dbtain an IP address automatically
@) Use the following IP address:

P address: 192 .188. 1 .10 | IP address: 192 . 168 . 1 . 100
Subnet mask: [255.265. 255, 0 | Subnet mask: 255,255,255 . O
Diefault gatemany: | | Default gateway:

Oftain DMS zerver addrezs automatically

(%) Uze the following DNS server addresses:

Freferred DMS zerver: . . . |

Alternate DMS server | . . . |

[, ()8 H Cancel l

Obtain DNS server-address automatically
@ Use the following DMS server addresses:
Preferred DNS server:

Alternate DNS server:

EnGenius




web browser.

g Google - Wndnws Internet Explorer L Ao Al o4

Logging In

Type the default IP address your device in the address bar of your

T e - -_—

e | 19216811
‘€@ FrT

<7 Favorites "" Google

annal 1

- [ -+ :_:'l _GDDgz'E

p ~|

I i v B v [0 om v Pagev Safetyv Took~w @@+

When prompted, enter the default username and password.
Username: admin

Password: admin

THE LEAI
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The server 10.128.0.12 at requires a username and password,

Windows Security

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

I | | admin ‘
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Status

Once logged in, the status page will display information about the
device.

Wireless Access Point/Client Bridge

Main Home Reset

WDS Bridge

System Information

* WDS Link Status = Wireless MAC Address  00:02:6:55:80:11

* BystemLog Eﬂﬂlﬂﬁ‘ = —— llm!se:d

Sat Jan 1 00:55:30 UTC 2000

System
*  System Properies
* |P Setlings
* Spanning Tree Settings

Wireless
" Wireless MNetwork
* WDS Link Settings
= WDS Security

* Wireless Advanced Seftings  ~
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Mode Selection

Click on System, then System Properties to choose an Operation Mode,
then click Apply.

—

EnGen?us‘ Wireless Access Point/Client Bridge

B & H Home Reset
WDS BﬂdgE System Properties
Status Device Name Access Point (1 t&:ﬁ':l:haraﬁem-j
" Main . .
* WDS Link Status E Sl LG Siohes
= System Log . | Access Point
| Client Bridge
System : ;- '@ WDS Bridge
/' System Properties : | Repeater
* |P Seftings AP Router
* Spanning Tree Setfings = (1 Cldnt Roiiar-
Wireless
= Wireless Natwork |Apply || Cancel |

* WDSE Link Settings
* WDS Security
* Wireless Advanced Settings -
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Access Point Mode

* In AP mode, a device will broadcast an SSID for Wi-Fi devices to see.

 No configuration is necessary, but it is advised to change the SSID
and enable some level of encryption to prevent unwanted users.

 Click on Wireless, then click on Edit to make custom configurations to
the settings that wireless clients will use to connect to the AP.

——

EnGenTUS | Wireless Access Point

Access Point | Wireless Network Home Rosal
Status Wireless Mode 802.11b/g Mixed (24GHz/54Mbps) ~
sy Channel |Frequency || Ch1-2412GHz  +
* Client List .
= System Log
System ssib
* Sysiem Properties ; : ™
= |P Setlings : = —
-  EnGenius3  Open System/No Encryption 3 | |Edit]
* Wireless Network - — — — e e
* \Wireless MAC Filter EnGenius4 Open SystemiNo Encryption 4 | | |Edi]

" WDS Link Settings
" Wireless Advanced Seftings
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SSID Profile

 The SSID Profile window will allow you to change the SSID which is
the network name that wireless clients will see.

 While not necessary, the Wireless Security > Security Mode drop
down box will allow different levels of password protection for clients
joining the wireless network.

 Click Save to apply your settings.

SSID Profile

Wireless Setting

THE LEADER IN
ong Range Data Communications Systems EnGenius’




Client Bridge Mode

A client bridge must be configured to connect to an AP

 Click on Wireless, then manually type the SSID of the AP that you wish
to connect to or click on Site Survey to scan for the APs in range (Also
applies to Repeater & Client Router mode).

—_
FnGenius | Wireless Outdoor Access Point/ Client Bridge
Client Bridge = Wireless Network Home Reset
Status Wireless Mode || 802.11b/g Mixed (24GHz/54Mbps) ~
. gain B Specify the static SSID :
= annection s E Ex LEIb i {_11:&32
System Log | N Eﬁa }
55ID ﬂrplessthﬂbﬂ#m to search for any available WLAN
System
* SystemProperies
* Spanning Tree Zettings i S/
wDs | Enable © Disable

Wireless
= Wireless Network r r )
Appl Cancel
/ Wireless Security l PRYY ] | ]

* Wireless Advanced Settings

-
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Site Survey

The Site Survey will display information about APs in range.
Select the AP you wish to connect to.

If encryption is enabled on the AP, you must also provide the
matching encryption information.

{E‘;‘ . & & -
FnGenius | Wireless Outdoor Access Point/ Client Bridge
Client Bridge | Alte Survey

R 2 4GHz Site Survey i -Infrastructure # Ad _hoc
" Main Bm s‘m m ‘m Tm m AL .-f:
* Connection Status . : = = == .m
* System Log = 00026528017 IEEES0211 1 Jﬁ&dﬂm__ G wep

/ 'm:mm:mu ﬁim{m 1 85dBm G IEIHE I E

* System Properties
~ |P Settings
* Spanning Tree Settings |

Wireless

= Wireless Metwork
= \Wireless Security
= Wireless Advanced Settings
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Connection Status

If correctly configured and is wirelessly communicating with an AP,
the Connection Status will say Associated.

EnGenTUS | Wireless Outdoor Access Point/ Client Bridge

Client Bridge

Status
* flain
(_' Cannection Status ]
" Systermn Log

System
*  System Fropedies
* P Settings
* Spanning Tree Setlings

Wireless
" Wireless Mebwork
" AWiireless Security

' Wireless Advanced Seftings

Management

THE LEADER IN

Connection Status

Home

Reset

Network Type Client Bridge

SSID Lab

BSSID 00:02:6F:4C:ELET
(Comectionstatus — Associated |

Wireless Mode IEEE 802.11g

Current Channel 2437TMHz(Channel 6)

Security WPAPSK

Tx Data Rate(lbps) 54

Currentnoise level 110 dBm

Signal strength 54 dBm
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IP Settings

 All devices on a TCP/IP network should have a unique IP Address on

the same subnet.
 Click on System > IP Settings to change the IP configuration.
 This applies to all configuration modes.

—

EnGen?Us"' | Wireless Access Point/Client Bridge

: : 2 i H Reset
WDS Bridge | IP Settings ==
Status | i ORI R DL
* Main @ Specily an [P address ]
" WD Link Status = [r—— g : ]
IP Subnet Mask 255 @055 255 WO
«  System Properties Default Gateway (192 1168 10 E 1
/ IP Settings
= Spanning Tree Seftings 8 [—}
: Apply || Cancel
Wireless

* Wireless Metwark

®  WDS Link Seftings

" WDS Security

* Wireless Advanced Settings

-
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WDS Bridge

. NOQP is present, instead a pair of devices communicate in Ad-hoc
mode.

e Association is based on MAC Address, not SSID.

 Before setting up the wireless connections it is recommended to
assign different IP addresses to each device.

* For example:

Device A: LAN IP address to 192.168.10.100
Device B: LAN IP address to 192.168.10.101

Device A Device B
LAN IP: 192.168.10.100 LANMN IP: 192 168 10101
00:02:6F:55:F0:11 00:02:6F5B:75:7TB
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Wireless MAC Address

e Recording the Wireless MAC Address is VERY IMPORTANT when
configuring WDS.

 This can be found on the Status page.

e Each WDS device will need the Wireless MAC address of the other
device it will be communicating with.

FnGenius’ | Wireless Outdoor Access Point/ Client Bridge
WDS Bridge | Main i =
System Information
* [ain L Ethernet MAC Address 00:02:6R50:75:Ta
S batas O
Country NIA
Syatain Current Time. Sat Jan 1 00:10:49 UTC 2000
*  System Properties Finmware Version. 1.0.33
" |P Settings
* Spanning Tree Setlings LAN Settings
1P Address 192.168.1.1
Wireless Subnet Mask 255.255,255.0
* Wireless Network Default Gateway El}iﬁ;ﬁ;i}. ”

" WDES Link Seftings

- WDS Security DHCP Client. Disabled
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Wireless Channel/Frequency

 Wifi devices must be on the same Wireless Channel to communicate.

 Click Wireless to configure desired Channel/Frequency.
* This setting applies to all operation modes.

ﬁ‘h 4 . & .
FnGenius | Wireless Outdoor Access Point/ Client Bridge
Status Wireless Network Home Reset
* Main — '
" WDS Link Status i
" SystemLog | 802.11b/g Mixed (2GHz/54Mbps) ~
Ty [Creomrore <1
System il
* System Properiies =1 )
* |P Settings ¥ C |
= Spanning Tree Settings [ pp‘y’“ Zore ]
_Wireless
{= wireless Network)

® WDS Link Seftings
= WDS Security
* Wireless Advanced Seftings

Management
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WDS Link Settings

 Click WDS Link Settings and change the mode setting to Enable.

e Fillin WDS link partner’s WLAN MAC address, then click Apply.

* Repeat the above steps for both WDS Bridges, so that Device A has
the MAC Address of Device B and vice versa.

—_
FnGenius | Wireless Outdoor Access Point/ Client Bridge
WDS Bridge | WDS Link Settings Hame i
» MAC Address Hode
Status 1 00 T G B EE i Enable ~
* Main . | / [
- WDS Link Status 2 _ : . Rizable »3
* System Log 3 | ; = E A | Disable -
System 4 | Disable ~ |
= Systerg-Propenies G Driagble =4
* |P Setlings
* Spanning Tree Settings ﬁ Disable - !
Wireless T Disable -
* Wireless Metwork B .Disable -
WDE Link Settings = -
* WDS Security 8 Disable
" Wireless Advanced Seflings N 10 Disable 1
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WDS Link Settings

To check WDS link status, click Status > WDS Link Status. Status “up”

means the a connection is established.

EnGerﬁus‘ | Wireless Access Point/Client Bridge

WDS Bridge "t WDS Link Status HamE Rael
Status Station D R3Sl (dBm)

= Main 1 16

= WDS Link Status 3

/ System Log

System

* System Properies

* P Settings

* Spanning Tree Settings 8

Wireless
" Wireless Metwark
" WODS Link Settings
~ WDS 'Securt_tjf
" Wireless Advanced Settings

-
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WDS AP

e The same concepts apply when configuring a WDS AP.
* When in Access Point mode, this function is enabled by clicking on

the WDS Link Settings.
 This allows APs to act as a type of wireless repeater.

S

)

EnGenius | Wireless Access Point/Client Bridge

Access Point | WDS Link Settings Home Reset
Notice: vinen using this WOS Link Settings feature,please disable isofation feature first in Wireless Network page.

S o MAC Address [ Mode

| M 1

S vy 1 0 [s02 GeF @sB B [m7A Enable +

" SystemLog = 5 ' Disable |
System 3 Disable ~ |

* System Properties A Disahle ,,

* [P Settings

* Spanning Tree Seftings 5 Cisable =
Wirel 6 .If]isa-bie -

irejgess . .
' Wireless Metwork T Disable -
* Wireless MAC Filter : -
a8 Disable -

» WDS Link 3eftings
/ Wireless Advanced Settings

Management -

[Apply H Cancel ]
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 For single radio devices such as the ECB-3500, configuration is
identical to Client Bridge mode.
* The device broadcasts the SSID of the AP that is it associated to.

e For dual radio devices like the EOR-7550 or the EOA7530/ 7535, the
process for each radio is the same as if you were configuring two
separate devices in the selected mode.

et Dual Radio Multi-Function 11N AP
EnGenius |
Universal
Repeater Mode Radio 1 (11a/b/g) Radio 2 (11b/g/n) Ethernet
CB « (AP ~ LAN P
el

> Operation Mode
[ Status

> Schedule
[» EventLog
[ ‘Monitor

@ Wireless

@ Network

o Management
o Tools

I Logout
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Client Router

 Wireless configuration is identical to Client Bridge mode but acts as a
WAN port.

o

EnGenius | Wireless Access Point/Client Bridge

i ‘ i Home Reset

Client Router WAN Settings
Internet Connection Type DHCP -

Status
" Main :
- DHCP Client Table O
" Connection Status — ; -
= System Log Account Name (if required)

E| Domain Name {if required)

System : _
*  System Properties MTU Auto = 1500

Router Domain Name Server (DNS) Address
" WA Settings
* LAN Settings == '

@) g 3

- VPN Pase Through o Get Automatically From ISP

Wireless o DNS n m = n
= Wireless Metwork — G £ =
= Wireless Security Secondary DNS o i a0 0
* Wireless Advanced Settings 2

Management Iﬁ".pply H Cancel |

Admaimictratinm
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AP Router

 Wireless configuration is identical to AP mode.
 Ethernetinterface has WAN Setting configuration.

P —

EnGenTUS | Wireless Access Point/Client Bridge

AP Router WAN Settings Home Reset
Status

* Main .

* \iireless Client List dptions

* DHGCF Client Table e e

*  Connection Status ﬁcﬁmﬂfmmﬁﬁﬁhﬁmr@&hme |

= Systern Log Domain Name l.‘ifreqtgh'hdl !ﬂ?f?_
System mT |Auto Mf1500 |

= Systern Properties
) Internet IP Address
Router
= WAk Seflings
= LA Seftings
* WP Pass Through Iﬁﬁuh;léj.

1P Address N N I I
|255“.,:{255 |a:n '|A§g'n |

N O O N

Wireless
= Wireless Netwark
® Aireless MAC Filter Domain Name Server (DNS) Address
= WDS Link Settings
" Wirgless Advanced Settings 'DHS ] | | | [ T
Fless Atne SEna: RTINS oM WMo No
B T A :' | B ;:' | f;"'
Management w Secondary DNS. 0 | .0 | L L
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Wireless Security

 Encrypt the wireless network with a password.

e Once a wireless client joins a Wi-Fi network, it stores the profile so
wat it does not have to be entered again.

. EP

 WPA/WPA2-PSK Better
 WPA/WPA2 Enterprise level, requires RADIUS server Best (AP Mode)

SSID Profile

SSID | EnGenius1
vLAN D Ii
Suppressed SSID 1D

Wireless Security

Sacu .i.ﬁ'ﬁi.-'ﬂ.:. de . Disabled i
Disabled

_ WEP

[Save“ Cancel ] WERTER

WPAZ-PSK

WPA-PSK Mixed

WPA

WPAZ

WPA Mixed

THE LEADER IN

ong Range Data Communications Systems EnGenius




Backup / Restore Settings

Configuration can be saved to a file in case the device loses its

settings

Also good when configuring many devices with the same settings.

Access Point

Status
* Main
" Wireless Client List
* BSystemLog

System
" System Properties
" [P Seftings
* Spanning Tree Settings

Wireless
" Wireless Network
" Wireless MAC Filter
= WDS Link Seftings
" Wireless Advanced Settings

Management
*  Administration
* Management VLAN
" SMNMP Settings

* Backupi/Restore Settings
/' Firmware Upgrade

THE LEADER IN

Backup/Restore Settings

‘Save A Copy of Current Settings

EnGen?US | Wireless Access Point/Client Bridge

Home Reset

] Factory Default |

Browse.. |
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