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Intelligence Broadband Subscriber Gateway
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® |Introduction

¢ Key features

® Installation

® License

® Network topology

® Basic/Advance configuration
® Best practice

® Monitoring

® Troubleshooting
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Introduction — packages

Software (Base 150) The-box (Base 150)

® x86 Based (Dual-Core Intel ATOM)

® 4Gb Memory, 500GB Storage

® x86 Linux based OS ® 4 Ports Gigabit (2 Ports usable, WAN/LAN1

* Allin one (OS + Application) as of current version)
® Proven reliability and stability

Add-on license

® 50, 150, 350, 850 (494A%1,000 Concurrent)
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Key features

® Internet Gateway

® Captive portal internal/external

® Authentication

® Network device monitoring

® Access point configuration

® Management portal /w NAT tunnel

®* REST API
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Installation — process

Download write 1o Install

Media
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Installation — download

a € http://ibsg.nvk.co.th/download/

2 Index of /download

Index of /download

Name Last modified  Size Description
a Parent Directory
D_D_O_C_S_ _______________________ J1-Feb-2015 22:53
:z IBSGLITE V3.5 22B [D034F8B5] U.ISO %8-Dec-2015 11:48 383M
T O X - S 28-Dec-2015 11:49 1.4K
g 1IBSG New license guide.pdf 08-May-2015 11:08 2.8M
(T testing/ 28-Dec-2015 11:48

Auluan WA 1SO 224 IBSG Laa51ua1galan
http://ibsg.nvk.co.th/download
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http://ibsg.nvk.co.th/download/

Installation — write to media wnvik

MADLY TRULY DEEPLY

CD/DVD-ROM - ImgBurn USB-Drive — ISO2USB (Thebox)

http://www.imgburn.com http://iso2usb.sourceforge.net
Il'l'lyou(n o= N
ile View Mode Tools Help 111SO2USB for CentOS/Re... = X
fource =~ """ ooTmEE :-" ASUS DRW-24D35T 1.01 (SATA) ~
e Y 220 DI VIS0 K87 091} Cumrent Profde: CB.R Description: ISO2USB utility creates bootable USB &
Label:  CDROM Disc Information: drive from (_ZentOS/BedHat 5.x/6.x installat!on disk or fH
ImpID:  Unknown Status: Empty corresponding ISO image. Created USB drive may be
File Sys: 1509660 (Bootable), Joliet 2“”“:" L:ft Sesior Empty used to perform installation on machines that lacks
rasapile: No 5 & == S = 08 z a—

. Free Sectors: 359,847 [ gy ————— 22— W
Sectors: 196,284 (MODE1/2048) T 1
Sze 401989632 bytes Free Space: 736,966,656 bytes | * DiskimiISC ] BGLITE V3.5 228 [D034F885] UISO .. I CONFIG
Trine 43:39:00 (MM:SS:FF) & iy Free Tlme: 79:59:72(MM:SSFR) b -

Next Writable Address: 0 “Additional T
Destiation MID: 97m27s28f (Princo Corp.) i
- Supported Write Speeds: 16x, 32x 7 H || v |
L2 [0:0:0] ASUS DRW-24D3ST (E:) - i — _SE _Df _________
€9 [ Test Mod Veri % @ | ATIP Information: Yar 1
miCiize By S [l | Hard Disk Na[sdb I Install From RS-232 Seric
| anufacturer: Princo Corp.
Start Time of Leadin: 97m27s28f ' JSB Device Nsda i Baud R [57600 -]
I —— 2
- Seig @ ~ Show All Drives (Use with '
Write Speed: | 16x v
3 a‘ ¢@ c"f nee ; . o Type [USB Driv ~| Drive/ I ~ OK | Cancel
& opies: v {]
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http://www.imgburn.com/
http://iso2usb.sourceforge.net/
http://iso2usb.sourceforge.net/
http://iso2usb.sourceforge.net/
http://iso2usb.sourceforge.net/
http://iso2usb.sourceforge.net/
http://ibsg.nvk.co.th/download/testing/Thebox/default.cfg

Installation — install 1/3

Mzloouz bo 1556 3.5 un Bzgilis, 51 ¢ Default Install option

® Additional driver disk (eg RAID driver)

Wozeuz ipzgalls

f— 3P 3 %

oot ' : ® \/\Mware support (ESXi, workstation)
\_,I/ * <reserved>
O O \ ® Boot from local drive
PII_. [lapl to =2dit oo ooz

® Memory test
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MADLY | TRULY | DEEPLY

Installation — install 2/3

Installing Install completed

come to CentO3S for i386
IP Address: 192.168.2.254-255.255.255.8
MGMT URL: http:r-192.168.2.2541/manage~

iBSG6 v3.5 release Z23beta (Registered)
Kernel 2.6.32-584.elb6.i6B86 On i686

1 Package Installation

98
ibsg login:

Packages completed: 293 of 316

Installing mdadm-3.3-6.el16.1686 (856 KB)
The mdadm program controls Linux md devices (software RAlID

arrays)

{Tab>/<Alt-Tab> between elements i <Space> selects i <F12> mext screen

10
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Installation — install 3/3

e E http://192.168.2.254/manage/ ® Management URL:
E iBSG - Administration zone
http://192.168.2.254/manage

(er-rJ Administration zone.

Logrnane ® Default credential:
Duration [End ansession v admn’] / adm|n1 23
Login || Clear

by N.VKINTER CO.LTD v3.5-23beta

© 2015 NVK and/or its affiliates. All rights reserved 11
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License

® Scheme

® Activation process
® Regqister

® Add license

® Activate license

® Activate Thebox

® Deactivate license

®* Management portal
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License — scheme

5 DM/DC Limit
o 1000
O
-
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License — activation process

iIBSG Management Portal
https://ibsg.nvk.co.th/member

Add license (PAK)
Or Activation AC (AA)

Register member

Activate®
account

A5 License 1A (AA) azfiag Activate AULATALAN 1 UATILTN

© 2015 NVK and/or its affiliates. All rights reserved 14
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License — register member

Reqister Confirm

NVINTER CO_LTD .
.
@ hitps:/lcense snffier.com/member/s O ~ @ © | @ i856-NG 7 [ —
[ po—
Member Access W ~=rrcen

Login Register
ot | sopenamican NET IN CONTROL
Password esee elio!
Password esee <»uwon nvk,
Gender. @:Make .QlEemale ou have received this email because this email address was used during registration
First name support
Last name nvk
Ve require that you “validate™ your registration to ensure that the email address you entered was
orrect
Company N.V.KINTER CO., LTD
Member activation
his protects against unwanted spam and makcious abuse
Phone/Mobile 6629402070
Your account has been activated successfully
L 8
HSaes53
0 activate your account, simply click on the following link
Verification 99863
——— -

Some email client users may need 10 Copy and paste the link into your wed browser)

O NOT REPLY TO THIS MESSAGE

© 2015 NVK and/or its affiliates. All rights reserved 15



License — add license wnvk

Licenses » Add new license

& https://license.sniffier.com/m¢ O ~ @ @ iBSG-NG X I 2 iBSG-NG

Add new license

First Generation License Note
License capacity will be changed to Level @ (15@ User-Concurrent)

Please input authorization code in this format: ibsg_xxxxxx: password

Please specify valid authorization code to proceed.
r =
| 150b8f06dabb| 1
- J

© 2015 NVK and/or its affiliates. All rights reserved 16



License — activate license 1/2

anvik

MADLY TRULY DEEPLY

@ Overview
4 Events
B servers

= Profile

Licenses

Show 15[v| entries

# Issue Date
2 19/01/2016
1 06/12/2015

2

Licenses » License = Activate

License ID

150020153284 ~

500b9d567239 »

Terms

Permanent

Permanent

Capacity
150

500

Level
0 (Base)

2 (Advanced)

Search:
Server State
2015-3284 v o
(mmT e m———— ..|
1 X o 1
' ¢ Activate J
Tyl S !
R Deactivate
lext

& Transfer

=+ Add new licens& o

© 2015 NVK and/or its affiliates. All rights reserved
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License — activate license 2/2 wnvk

Help » License Activated

iBSG3.5
I ° Activate license

B IBSG 3.5

About Contact License Please specify both server name and request key to proceed software activation by DEVICE_MONITOR .
i Status Report Manage [ Network Ad

. 150b8f06dabb license. -
U License Infomation About Contact License

License ID 364BB&1D3CE64DCFEFA4Q0601324FASE Server name my new server X I License Infomation

Hember i o —————————

Company NV K INTER CO.LTD /R RDTAZCTUITIORUY \ License ID 15003f06dabb

Server - RequestKey [ ' pocsosaniorisspsaarer A Member support

1 1 Company N.V.KINTER CO., LTD.

Capacity 150 - (Base) 1 BEE44E94F657D0DB6E16 1 - my new server

Issue 2015/02/01 6:06 pm I = EOCC6BA9IF3BC356131C9 1 okl (&1 P

Expire 2015/03/03 6:06 pm (28 Day 22 Hr 57 Min 28 Sec) : EC600D3CDIBSEDBES0FC : Issue 2015102001 7:43 pm

BT " |  CDAA2EES0C26BE43D6FF I Expire =

Renew 1 61DEABD280ESF550CAF4 1 Renewal 2015/02/16 7:13 pm (14 Day 23 Hr 59 Min 47 Sec)
ACtiV QN N EQRAAD o o o |‘ 26DEAADB4E4DB4ET1820 " Renew
. 996EE9F003031 V4 ctivation Information
Y Sl C 345ADF7FC6326731FFF929283AD7724CE7759AA3CDF4A92D606E3B8 e e
R R AR J Request Key (C3F25060A248AC2C614FE6ABCB3196404B476C8B36EBS4ECTDD073F0990¢

ou are logged in as 'admin' since 2015-02-01 07:03:29 pm [192.168.2.30]

@201

© 2015 NVK and/or its affiliates. All rights reserved 18



License — activate Thebox 1/2 wnvk

Licenses » Activate new thebox

4NV B5G

@ Overview Licenses
4 Events
Show 15[v| entries Search:
B servers
# Issue Date License ID Terms Capacity Level Server State

WLicenses

2 19/01/2016 150020153284 ~ Permanent 150 0 (Base) 2015-3284 v o3
= Profile

1 06/12/2015 500b9d567239 ~ Permanent 500 2 (Advanced) x E o3

2

© 2015 NVK and/or its affiliates. All rights reserved 19



License — activate Thebox 2/2 wnvk

Help » License Activated

iBSG3.5 1IBSG 3.5

DEVICE MONITOR Status_____Report ____Manage __Monitoring
Status Report Manage Monitoring Network Activate new thebox ~ About Contact License
About Contact License
i , J License Infomation
T License Infomation Please specify request key to gecaed.thﬁbox AR O e e
¢ I — S, License ID 150620142011
License ID 2014-2011 - — A3ZCAZ6ZAUFDBA3ZCSTF \ Mo Sunport
. : equestKey I | cBCCoEF12DCAESATAD A ] ks i
Company NV.K INTER CO.LTD I EA9EBAOSCOE6237933B7 I Company N.V.K. INTER CO.,LTD
server ) : A095F66FB3B025079A450 : Server 2015-2011
Lavacty e 4o 1 | 9ASA2764D1F2FC3930289 | Capacity 150 - (Base)
ES 5;1 w0 o 1 C1628EF35EAO0CSEGEQEC 1 ue 2015/02/08 7:58 pm
X P
Renewal . : 6C973CFOB369EFDO1BSD : Expire =
e 1 B6CB671060C27DBA4E2C | 1 Renewal 2016/02/18 7:58 pm (9 Day 15 Min 47 Sec
1 0A470C 1
\ctivation Information \\ ,[ Renew
e e e e Activation Information

Ir R VY CIMAAG4382F 838F06B4C592D8FE796BAF61D8DA6AFAF31F41FE91C3A9 )
G0 Be 100ged In 88 '2GMIN' SInce 2015-02-08 10.13.13 am 1192.168 301861 Close Request Key B297338F3F57C85AF72A968634A6B175A305F67¢

‘11 are loaaed in as 'admin' since 2016-02-00 07:42:17 nm |

© 2015 NVK and/or its affiliates. All rights reserved 20



License — deactivate license 1/2 wnvk

Licenses P License = Deactivate

4NV B5G V_ |

@ Overview Licenses
4 Events
Show 15[v| entries Search:
B servers
] # Issue Date License ID Terms Capacity Level Server State
WLicenses
2 19/01/2016 150020153284 ~ Permanent 150 0 (Base) 2015-3284 v E o2
i= Profile pm————————— —~
1 06/12/2015 500094567239+ Permanent 500 2 (Advanced) o Il v )
2 : adAdU :
: £ Activate :
\_ & Deactivate ly'xt
---------- -
=4+ Add new licen & Transfer a

© 2015 NVK and/or its affiliates. All rights reserved 21



License — deactivate license 2/2

Deactivated

Deactivate License

Notice

License deactivation is allowed once every 1-Day period.

Please specify reason below to proceed license deactivate from wa#ou server.

|

© 2015 NVK and/or its affiliates. All rights reserved 22



License — management portal (1/1 nvk

4NV 85

4 Events
B senvers
W Licenses
£= Profile , .
Server status Client count Event log License count
TOP 5
Servers
Show  15[v] entries Search:
# Name IP Address Loads (Avg) Clients
8 Pomsin 183.89.57.193 ~ 0.00% 12
T PPPoE-Issue 11658235112~ 1.00% 15
6 Sirisinas 110.168.242. 211 = 0.00% 42
5 U-Place Remole Access 4.00% 104
4 VIMX WAN Address (110.168.242.211) 0.00% 0
NAT Tunnel (20662) |
3 Devel@OMCE Y o o e mm 0.00% 0

© 2015 NVK and/or its affiliates. All rights reserved 23



License — management portal (2/2)

4NV iB5G

@ Overview Servers
4 Events €B)
Show 15[v| entries
i Name
W Licenses
— 8 Pornsin~
== Profile
7 PPPoE-Issue~
6 Sirisin35~
5 U-Place~
4 VMX~
3 Devel@Office »
2 Devel@Home ~
1 2013-0000~
8

Uptime
4d 12h 49m 13s
4d 12h 48m 55s
4d 8h 50m 29s
4d 8h 49m 24s
30m
4d 16h 22m 32s
30m 27s

43s

IP Address

183.89.57.193~

116.58.235.188 ~

110.168.242.211 ~

180.183.106.69 ~

223.207.66.245~

1.179.147.181~

49.49.243.29 ~

1.179.147.181~

Version

3.5-23beta

3.5-23beta

3.5-23beta

3.5-23beta

3.5-22beta

3.5-23beta

3.5-23beta

3.5-21beta

Clients/Capacity
8/150
24/150
26/200
80/200
0/1000
0/1000
0/150
0/150

138

anvik

Search:

Last Seen

3m 43s

3m 25s

PPPoE-Issue

2T o o o e

I C Reboot
3m

1
1
1
1
3m 12s

4d 16h 41m 57s

132d 6h 29m 49s

Previous Next

MADLY

© Reset Admin

20, N ——

L ——

TRULY
3
-

°
12
12

DEEPLY

© 2015 NVK and/or its affiliates. All rights reserved
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Network topology

¢ Single WAN
® Multi WAN

®* Multi WAN + Layer 3 Extension

© 2015 NVK and/or its affiliates. All rights reserved 25



Network topology — 1/3

Single WAN

Modem IBSG L2 Switch Access Point

© 2015 NVK and/or its affiliates. All rights reserved 26



Network topology — 2/3

Multi WAN

Modems Load balance iIBSG L2 Switch Access Point

© 2015 NVK and/or its affiliates. All rights reserved 27



Network topology — 3/3

Multi

Modms Load balance

J”—"-___ !i
== 2. OIZA‘

WAN + Layer 3 Extension

L2 SW|tch 192169

— 192}

IBSG

4*) J __ 1
4 W192 168.20.0/24 (

L3 Switch L2 Switches
/ Router

Access Points

© 2015 NVK and/or its affiliates. All rights reserved
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Basic configuration

® Network: WAN Type
® Network: LAN/DHCP
® Policy

® Account

© 2015 NVK and/or its affiliates. All rights reserved 29



Basic configuration — Network:WAN Type

anvik

MADLY TRULY DEEPLY

DHCP

Basic DHCP DDNS Proxy
WAN / Internet

Connection Type DHCP K4
Static DNS

MTU 1500

MSS Clamp ]

_ \
DOCSIS
(Bridge mode)

Static

Basic DHCP DDNS Proxy
WAN [/ Internet

Firewall

Connection Type

IF Address 192.168.16.129
Submet Mask 2552552550
Gateway 192.166.16.254
Static DNS

MTU 1500

MSS Clamp ]

DOCSIS/FTTX/Load-balance

(Router mode)

PPPOE

MLV

Basic DHCP DDNS Proxy Firewall C
WAN / Internet

Connection Type
Usemname pppoe’
Password [TTYY)
Authentication
Service Name

Static DNS

MTU 1492

M35 Clamp

Kemnel Mode

Alternate Link Check [

ADSL/FTTX
(Bridge mode)

© 2015 NVK and/or its affiliates. All rights reserved
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LAN/DHCP

*Can not use with authentication service, prefer to use as device monitoring ip.

LAN

IP Address [‘1-52-.;5&;5.-232““““‘:
1 1

Subnet Mask ' 12565.255.255.0 L

Alternate Ip* ~-E]-““““““““

DHCP Server v

Start (92168210 |\

ena 1921682250 |}

Lease Time 1440 (minutes)

Expand hosts ]

Internal DNS ]

Basic configuration — Network:LAN/DHCP

anvik

MADLY TRULY

Network Bits Subnet Mask Bits Borrowed Subnets Hosts/Subnet
8 255.0.0.0 0 1 16777214
9 255.128.0.0 1 2 8388606
10 255.192.0.0 2 4 4194302
11 255.224.0.0 3 8 2097150
12 255.240.0.0 4 16 1048574
13 255.248.0.0 5 32 524286
14 255.252.0.0 6 64 262142
15 255.254.0.0 7 128 131070
16 255.255.0.0 8 256 65534
17 255.255.128.0 9 512 32766
18 255.255.192.0 10 1024 16382
19 255.255.224.0 11 2048 8190
20 255.255.240.0 12 4096 4094
21 255.255.248.0 13 8192 2046
22 255.255.252.0 14 16384 1022
23 255.255.254.0 15 32768 510
24 255.255.255.0 16 65536 254
25 255.255.255.128 17 131072 126
26 255.255.255.192 18 262144 62
27 255.255.255.224 19 524288 30
28 255.255,255.240 20 1048576 14
29 255.255.255.248 21 2097152 6
30 255.255.255.252 22 4194304 2

DEEPLY

© 2015 NVK and/or its affiliates. All rights reserved
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Basic configuration — policy nvk

Manage » Policy

Policy

| Policies

No policy defined.

®
S
1

« usiar Policy fozﬁf}mt?iau”lmuazﬁ'mumaoﬁaLaﬂﬂﬂazQﬂﬁﬂﬂﬂ’oﬁu‘l‘ﬁﬁ’u Account 7
agn1a6 Policy 1ue
« State — AMnupdaa UL
= Active - lgfoule
» [|nactive - ludunsalgaule
 Data rate — amuEIgdauaLsiaz - Account
= Download - 8 Kbps — 100Mbps ##3a l1idAn
» Upload — 8 Kbps — 100Mbps 13a’ludnnn
. Transfer Quota — FuusudIdayasauiamisaldiwle
. Usage Time — 37u7utnanni1sldarusanianunsa g e
- Valid Period - sraiztianfignsaldenuwldudsannidulduadousn
. Idle Timeout — SetziIa isruLAian1s i Lifidayasuds vandu 0 a:4dn
Global

© 2015 NVK and/or its affiliates. All rights reserved 32



Basic configuration — policy 1/2 nvk

Add 1 Edit
Id 0
Name 30hr_in_3days
State ®) Active O Inactive " Policy name: 30hr_in_3days
Identity '\:,'Required '\?,'Nnne B Data rate: 1.5Mbps / 256Kbps
Type () Postpaid ™ Prepaid
Price Rate 399 ®  Usage time: 30 Hours

7 e e o \

gyl S - |- " Validity period 3 Days

Transfer Quota 0 Megabyte v
Daily Usage Time 0

Weekly U Ti 0 Minut ! I . &
D [ H * usiaz Account Naginalé Policy axlfinanuiEy
on gage lime inuie

teaty ussge e Voes] g
I Usage Time 30 [Hour vy Download/Upload agn 1.5 Mbps/256 Kbps

Valiid Peiod |3 3 |[Day w|I

e Timeowt |0 jminuies) ,

1 = 1 % . Vo %
Comment ® LLFIAY Account V]‘ﬂiquﬂﬂ%lslﬂ Pollcy @Svl,ﬁ]ﬁ?‘l_l Lqmmﬂﬂmm 30
Build Date 2013-06-16 o | 5 o o o @ o
st 5y i fq T3 wiNengnisldnunasanlieuafausnifunan 3 Ju
Add

© 2015 NVK and/or its affiliates. All rights reserved 33



Basic configuration — policy 2/2 nvk

Add I Edit
Id 0
Name nolimit_3days ®  Policy name: nolimit_3days
oe *heme - inacte ®  Data rate: unlimited
Identity (_)Required '® None
Type OPostpaid @ Prepaid B Usage time: unlimited
Price Rate 299
el " Validity period 3 Days
| S ————
Transfer Quota 0 ’
Daily Usage Time 0 | 1 | - |
Weekdy Usage Tme 0 * usiaz Account Naginelé Policy azlfinauizagegan
i (T AN Internet NiTansaas
1 Usage Time 0 i 4
ValdPerod 3 |Day < :
Tdie Tmeout 0 (minutes) o 1o - 1% . = 1% o
Comment LWRRAe Account ‘V]‘ﬂ%llﬂ’]f;l 5] Pollcy N‘ﬂ’}ﬂqﬂ’]ﬁ‘ TINTUUNAIANN
Build Date 2013-06-16 THauaiansnifunan 3 9u
Build By admin
Add

© 2015 NVK and/or its affiliates. All rights reserved 34



Basic configuration — account

Manage » Account

Manage ; :
Policy Account Identity Portal Passthrough Walled Garden Webfilter wsl
Login Policy Expire (Y/M/D)  Build (Y/M/D) Comment Search Type
Resst | | Search

Ai Accounts 0%

No account defined.

PRl /=

2. Generate - @314 Account & [NIUATIATHNN"T
3. Import —1idindiaya Account anTWa CSV

© 2015 NVK and/or its affiliates. All rights reserved 35



Basic configuration — account (1/2) vk

Manage » Account B Generate

Add | Generate / Edit ® Policy: 30hr_in_3days

Id 0 -

Count: 10
Sold Now ® No O Yes
B Prefix: ac
State &) Artive ) Inactive
____________ -
Policy {; 30hr_in_3days V] 1 ® Syffix start: 1
Maximum Login 1
jommEm—————— - ® Password length: 4
Count 10
Login Prefix

Login Suffix Start

= e e
jak]
[y
---_’

* g Account ‘ac01’ 4 ‘ac10’
4 Dptions o ' N>
Semmmm e ——— —’. M8 Password LL’i.I‘.LIZ\llIWJ’]S\IH’]“J 4’ RIRNWT
Expire Date (Y MD) 2014 |01 01 ~| Not Expire &’ . .
azgna39aulH Policy ‘30hr_in_3days’

Password Lenagth

Comment
Build Date 2013-06-16
Build By admin

Generate

© 2015 NVK and/or its affiliates. All rights reserved 36



Basic configuration — account (2/2)

Manage » Account » Import

? | Account Import L~ TLOGIN PASSWD COMMENT
| T fmmmm=—=mme- - y 2 metfiil 1234 Al
Associated poy  { [nolimit daye ) _ 3 netfi02 1234 A2
CSV data file [D:\database csv Browse... 4 netfinl 1234 A3
Sidp first row ___
Login colummnd :’ 1 [ ‘:
Password column# | [2 -H muto generate * @ Account ‘netfi01’ T1s 'netfi03’ uay
N s v o
Maximum login r_1 _____ password ‘1234’ %gﬂmqﬁu’l,m policy
Comment column# 1 (3 LI No-comment ‘nolimit_3days’
~-I?r|-p;rt-' Close

© 2015 NVK and/or its affiliates. All rights reserved 37



Advanced configuration

®* NAT Explanation

® Routing mode

® Alternate IP

® DHCP (Static)

® Walled garden

® Interface Speed/Duplex
* AAA

© 2015 NVK and/or its affiliates. All rights reserved 38



Advanced configuration — NAT explanation (1/4)

Client iBSG (Gateway: NAT Enabled)

61.91.242.1
192.168.2.10 192.168.2.254  203.144.244.1
Source Destination Source Destination
192.168.2.10:123 61.91.242.1:80 203.144.244.1:123 61.91.242.1:80
Source Destination Source Destination
61.91.242.1:80 192.168.2.10:123 61.91.242.1:80 203.144.244.1:123
Inside Local Inside Global Outside Global
192.168.2.10:123 203.144.244.1:123 61.91.242.1:80

© 2015 NVK and/or its affiliates. All rights reserved 39



anvik

Advanced configuration — NAT explanation (3/4)

iBSG (Gateway: NAT Enabled)

Client

192.168.1.1

192.168.2.10 192.168.2.254

192.168.1.254

Router/Load-balance

61.91.242.1

203.144.244 1

Source Destination Source

Destination Source Destination

192.168.2.10:123 61.91.242.1:80 192.168.1.1:123

61.91.242.1:80 203.144.244.1:123 61.91.242.1:80

Source Destination Source

Destination Source Destination

61.91.242.1:80 192.168.2.10:123 61.91.242.1:80

192.168.1.1:123 61.91.242.1:80 203.144.244.1:123

Inside Local Inside Global Outside Global

192.168.2.10:123 192.168.1.1:123 61.91.242.1:80

Inside Local Inside Global Outside Global

192.168.1.1:123 203.144.244.1:123 61.91.242.1:80

© 2015 NVK and/or its affiliates. All rights reserved
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Advanced configuration — NAT explanation (4/4) nvk

iBSG (Router: NAT Disabled) Router/Load-balance

Client

Static-Route
DST: 192.168.2.0/24 GW 192.168.1.1

192.168.2.10 192.168.2.254 192.168.1.1 192.168.1.254 203.144.244 1 61.91.242.1
Source Destination Source Destination Source Destination
192.168.2.10:123 61.91.242.1:80 192.168.2.10:123 61.91.242.1:80 203.144.244.1:123 61.91.242.1:80
Source Destination Source Destination Source Destination
61.91.242.1:80 192.168.2.10:123 61.91.242.1:80 192.168.2.10:123 61.91.242.1:80 203.144.244.1:123
Inside Local Inside Global Outside Global

192.168.10.2:123 203.144.244.1:123  61.91.242.1:80
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Advanced configuration — routing mode

Network » Miscellaneous

Miscellaneous u Gateway (NAT Enabled)
Hostname ibsg.nvk u Router (NAT Disabled
Mode

Router (MAT Disabled)
You are logged in as 'max’ since 2016-02-10 03:35:33 pm [49.49.249.203]

E2013 by NV KINTER CC. LTD
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Advanced configuration — alternate IP

Network » Basic » LAN

LAN
IP Address 192 168.2 254
Subnet Mask 255255 2550
Altemate Ip* [
IP Address 192 168.3 254
Subnet Mask 255 255 255 1)
Vian Id 0
DHCP Senver [
Start 192.168.2.10
End 192.168.2 200
Lease Time 1440 {minutes)
Expand hosts ]
Internal DMNS ]

*Can not use with authentication service, prefer to use as device monitoring ip.

Switch
192.168.3.253/24

192.168.2.254/24
192.168.3.254/24

Client

192.168.3.1/24 192.168.3.2/24

Access Points

192.168.2.10/24

© 2015 NVK and/or its affiliates. All rights reserved
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Advanced configuration — DHCP (Static) nvk

Network » DHCP

Conntrack/NF

Static DHCP " Disable - @fgﬂmfmm@wmfu
N MAC Address e | Description " Enable — uan IP 1 MAC Address Nzl
0 v 30:CD:A7-3D:0F-0C 192.168.16.48 w SAMSUNG PRINTER O " |gnore - laluan IP IWI 195U MAC Address .ﬁlimﬂﬁj
1 3 10:1C:0C.6C.E3IF 192.168.16.49 o J
Add ! Edit
Id 0
State ( Disable ) Enable @ Ignore
MAC Address |
IP Address
Host
Description
Add

© 2015 NVK and/or its affiliates. All rights reserved a4



Advanced configuration — Walled garden nvk

Manage » Walled garden » domain address

Status Report “Manage Monitoring Network Admin System
Policy Account Identity Portal Passthrough Walled Garden l . | e
u —

IP Address Domain Address | Disable - &¢fluanenswini
™ _ y A s » ,
 Walled Garden (Domain) " Enable - a13130481 Domain Mgy litaclaisias Login

# Stat D in Add IP Add D ipti < . o o 16 & v A v

— omain Address escription " Block — Block I® Domain N5zu b lfaunsndinldewld

[ www.facebook.com 31.13.79.220 | K

1 R facebook.com 66.220.156.68 O

2 X fbstatic-a.akamaihd.net 103.16.206.243 1

3 X fbedn-profile-a.akamaihd.net 110.164.11.8 O

4 X fbexternal-a.akamaihd.net 103.16.206.243 O

5 X fbecdn-sphotos-d-a.akamaihd.net 110.164.11.202 |

6 fbedn-vthumb-a.akamaihd.net 103.16.206.217 |

7 X pixel.facebook.com 31.13.79.220 O

8 X scontent-a-sin.xx.fbcdn.net 31.13.79.251 1

9 X m.ak.fbcdn.net 125.56.234.239 O
Add / Edit

Id 0

State O Disable ® Enable O Block

Domain Address

Description

Add
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Advanced configuration — interface speed/duplex vk

Network P Interface

iBSG3.5

DEVICE MONITOR
Network Admin System Diagnostic Help Logout

Basic DHCP DDNS Prox Firewall ConntrackiNF Port Forwarding Static Route SNMP Interface |
7 Intertace Assignment
LAN p4p2: unknow vendor (B0:83.FE:A3:5B:F4) V|
WAN/PPP |p4p1: unknow vendor (00:E0:4C:35:0B:DE) | Negotiation [[SIMM| Speed
10 Mbps Half
You are logged in as 'max’ since 2016-02-10 04:20:39 pm [49.49.249.203] 10 Mbps Full Save  Cancel |
20130y NV CINT DRl
I 100 Mbps Full
1 Gbps Half
1 Gbps Full

10/100/1000 Mbps

Half duplex / Full duplex ,
Modem/Router iIBSG
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Advanced configuration — system AAA nvk

SyStem > AAA Authentication Source

" None - lassuL Authentication (1@ Router 1314

® | ocal - 14911 Authentication a1n Local database

v
L] o
I BSG3 5 " Radius — 169114 Authentication a1n Radius server (A9AN
®

DEVICE MONITOR WNLAN)

St Report  Manage  Monitoring  Network __Admin A " Force-Relogin — AnE MauALTnaanIntn1g Login
Appearance AAA Radius Printing Time Configuration Datab ¥ . a v
A8l Loginname LAEINUTN

&
" Authentication & Authorization

® |Loose mode — l1@ Layer 3 Authentication mode
Authentication Source

Force-Relogin B <reserved function>

" Preferred first MAC — 41 MAC Address 17U Account
Tun1g Login Afausn

® Valid DHCP Lease — 14 Client 71 Fix IP %1119 Login

Loose mode*

]
Strict MAC-Account |
pairing

Preferred first MAC [l

Valid DHCP lease

ony Winldan1
*This option will ignore client MAC address in authentication process, only when you want to use service on routable L3 networl. 2 . o 4 o
Accouting ® |dle timeout — immmmwmzmmmﬂmmm@iuu
v o ]
Idle timeout 30 (minutes) 18 3;',@ TUA
Sessiontmeout  [2080 | (minutes) ® Session timeout — 7z8IzlaAIN"IANRE lUTTLILIZIRA
Interim update u ,
Restore fime-out {minutes) < reserved fU nCtl on=> .
. o . al
You are logged in as 'max’ since 2016-02-10 04:20:39 pm [49.49.249.203] B Restore time-out — FLHZLIANNANANN Login NIsULIAEZAY
éjsl?‘ﬁmuvlféslua‘zuumi’wqﬂ LA m”LW A1l
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System monitoring

® Overview
® User
® Device

® Utilization
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Status » Overview

LIVEIVISW

"g System

Time

Uptime

Load Average
Mem Usage
Swap Usage
Disk Usage

ﬁ WAN

MAC Address
Connection Type
IP Address
Subnet Mask
Gateway

DNS

MTU

Interface Name

Status
4 LAN

IMAC Address
IP Address
Subnet Mask
DHCP

MTU

Interface Name

Status

System monitoring — overview

Tue, 18 Jun 2013 22:29:03 +0800

i0 Day_09-20:18

10.06, 0.02, 0.00

:‘3[)4. 127404473 MB

i0.00 / 6,079.99 MB

OB TaTT GE

© 0 00

00:E5:11:12:81:DC
Static

1192.168.16.129
1255,265.255.0

@)

192.168.16.254
1192.168.16.254

)

1,500
=]

iConnected

00:E5:11:12:81:DD

1192.168.2.254
1255.265.255.0

1192168 2.7~ 192.168.2.200

1,500
eth

A1 are lnaned in 22 'admin' since 204 2-06-12 10-29°02 nm 1192 162 18 400

~N O O b
~ ~ ~ ~—

anvik

MADLY TRULY DEEPLY

Uptime — Sruuiunatisruu el
Load Average — N9 19714 CPU 2895201 ailFnaust 0.00 (0%)
QU9 1.00 (100%) UINHANALLEAIINAAIIENUIZLURUANAY
Memory (Ram) Waz Swap (Disk) Usage LAASANA IR A NAR 1Nl
Swap A3Tazfiaaili 0 AARAAIUINNATNINNIILARAIIN Ram Gulaina 1%y
Disk Usage — a1u0uns lanunnsiiudiayaasiiu Disk Usnilainasiiu 16.0GB
WAN IP Address — A1184 WAN IP/Subnet 711411
WAN Gateway/DNS — A1189 Gateway/DNS ﬁ”l?ﬁmu
WAN Status — dnunsndifessensd Port WAN
A.  Connected — nstieusia 1P flutlsna
B. Connecting — Sfadeuse (PPPOE)
C. Disconnected - lsignunsaldiens IP AsaAn1515 & 1P Conflicy)
D. No-Carrier — lif&tyryrauannans UTP (412191225 MgA13aa1n)
LAN IP Address — A1 LAN IP/Subnet 17{1%\‘1’11&
LAN DHCP — Anasaia4 1P fianTae DHCP
LAN Status — #a1unnsolidensases Port LAN

© 2015 NVK and/or its affiliates. All rights reserved
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System monitoring — user

Status » User

Status Report Manage Monitoring Network Admin System Diagnostic Help Logout
Overview User Device Utilization Log
(L) Online User
e N, e e e e e e ~ td ~ '3 ~, 7 \ = ~
[ i i iy 2 Add SN — — i \ - f — - \
# Logmname: Polll:y,, IP Address MAC S 1T 1T ¥ RBITPII‘I 1 Speed 1 Speed \| Login Since : Duration | Remain : Idlew : v
1 1
401 | 0922244581 - | 1921682116  00:26:82:93:93:A8 1113672 MB 7.04 MB o= ' Ob Ob | 2015-01-14 12:02:20 | 054618 1541:59:00 | 03:20:38 H|
1 1 1 n 1 1 1 1 H 1 1
400 ! 0896333308 = | 1921682138 28:E0:2C:E0:B2:EQ 110237 MB §20M2 ! = | Db Ob | 2015-01-13 23:10:25 | 21:33:13 B80:41:31 | 021111 [
H 1 1 ] 1 1 1 1 H 1 1
405 10823023619 = | 192168254  0C:74:C2:55:AD:5A  |1379.75 KB 278MB ) = | Db Db | 2015-01-14 19:54:29 | 00:54:09 219:50:26 | 00:53:17 ]
1 ! ! 1 1 1 1 1 1 1 1
382 10852027735 = | 192168235  TC:CH:37:6E:42:87 |l76.38MB 625MB ! = | Db Db | 2015-01-11 168:37:12 | 76:11:26 143:43:38 | 00:14:01 [
1 ! ! 1 1 1 1 1 1 1 1
365 10839083585 = | 1921682190 1C:AB:AT:54:A6:F3  )14.82 GB 21484MB | = | 0D Db | 2015-01-08 15:11:20 | 149:37:18 543:15:45 | 00:05:58 |[]
1 1 1 n 1 1 1 1 H 1 1
381 | 0852027735 {= | 1921682160  6C:70:9F:62:97:D2 H4.11GB 16754 MB | = : Ob Ob | 2015-01-11 16:31:49 | 76:16:49 :643:43:11 | 00:03:16 :D
H 1 1 ] 1 1 1 1 H 1 1
385 :0265675?8 : - : 192.168.2.221  54:EA:A8:32:59:97 ::1.30 GB 65.95 MB : L : Ob Ob : 2015-01-11 20:49:31 : 71:59:07 :648:00:53 : 00:02:36 :D
1 ! ! 1 1 1 1 1 1 1 1
404 :0810011?’08 : = : 192.168.2.136  00:21:63:99:C6:CF ::340.07 MB 19.98 MB : o : Ob Ob : 2015-01-14 19:25:59 : 01:22:39 :433:09:38 : 00:01:56 :D
1 ! ! 1 1 1 1 1 1 1 1
379 :0917135181 : = : 192.168.2.180  D0:22:BE:70:71:15 ::2.63 GB 119.23 MB : @ : 0Ob 0b : 2015-01-10 16:50:43 : 99:57:50 :620.02.10 : 00:01:56 :D
1 1 1 n 1 1 1 1 1 1 1
364 10839083585 |- | 192168232 60:03:08:DA:66:A1 119.00 GB 39096MB | = - Ob Ob | 20150108 14:04:06 | 150:44:32 :543:15:38 | 00:01:36 :|:|
H 1 1 ] 1 1 1 1 1 1 1
373 :DS11T29534 : - : 192.168.2.73 TC:FA:DF:41:87:A4 ::518 89 MB 83.58 MB : L : Ob Ob : 2015-01-08 21:27:14 : 143:21:24 :533‘04'22 : 00:01:16 :D
1 ! ! 1 1 1 1 1 1 1 1
367 :D11T29534 : - : 192.168.2.52 TC:FA:DF:CD:29:87 ::280.62 MEB 49.05 MB : L : Ob Ob : 2015-01-08 17:32:30 : 147:16:08 :536:25:11 : 00:00:55 :D
1 1 1 n 1 1 1 1 1 1 1
363 =0895333308 : = : 1921682179 60:03:08:DB:F7:8A ::2.29 GB 125.91 MB : o : 131 kb 7ib : 2015-01-08 11:32:35 : 153:16:03 :551:45:28 : 00:00:15 :D
1 1 1 n 1 1 1 1 1 1 1
369 =0811T29534 : = : 192.168.2.31 JC:AB:BE:4A:ES:9A ::6.01 GB 37519 MB : o : 656.05kb  33.17Tkb : 2015-01-08 18:03:35 : 146:45:03 :536:2?:06 : 00:00:15 :D
H 1 1 ] 1 1 1 1 H 1 1
383 :0823023619 = | 1921682115  84:78:8B:A3:2D:98 116.35 GB 23091MB | = ! 177 kb 178 kb 1 2015-01-11 2221:21 | 70:27:17 :419:52:24 | 00:00:15 :D
1 1 1 1] 1 1 1 1 1 1
403 :DS16515524 : - : 192.168.2.13 88:32:98:DC:0F:AC ::G,OD MB 056.50 KB : L : 20b 36b : 2015-01-14 17-43:05 : 03:05:33 E?15'54'2? : 00:00:15 :D
1 1 1 n 1 1 1 1 1 1 1
408 :D16515524 : - : 192.168.2.224  10:08:C1:EE:54:1C ::181.62 MEB 542 MB : L : T93.38kb 23.06 kb : 2015-01-14 20:14:34 : 00:34:04 :?16:55:29 : 00:00:15 :D
1 1 1 n 1 1 1 1 1 1 1
368 :DS1DO11TUB : = ‘\ 192.168.2220 3C:E0:TZ:1F:06:9A /) "2.45 GB 244 GB ,' @ : 366.91 kb 3383 kb : 2015-01-08 17:59:4% : 146:43:49 :556:03:04 : 00:00:15 :D
\ 1 & N ’ 1 1 1 1 \ /
B S ’ R e #7 Nemmmmmeeeeee -7 \_ 178mbis 9274 Kbis, Cammmmeee ’ Sommm=s -0
O @) ®) D e -
O/ N/

You are logged in as 'admin’ since 2015-01-14 03:48:00 pm [180.183.96.152]

®2013 by NV KINTER CO.LTD

& |15 Seconds W|| Stop

1)
2)
3)

5)
6)

anvik

MADLY TRULY DEEPLY

. 4 sas
Loginname — LAASTRE 11911
IP/MAC Address — Uansnag]lanuaziia1easasin g
Transfer — LansauILdiay ANy lHunEanls

< dl % V6 ¥
Speed — wandANIZILRALDINT IaTeTayaTasy 1Hu
. QII?J v . v ]

Duration — meizﬂmmmhmu Login LNQ3eLLl

dI9J P 1 ‘dl v
Idle - uanaszaza N linuliinisnaeulmvedeys
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System monitoring — device nvk

Status P Device 1) ¢ Response time igUnsafmeunduniun iBSG Tudaainan

15,15.5 WANNDUNLIN

= Device Status

#ia Name Group IP Address 15m 10m 5m Min RTT Max RTT SSID Channel Tx Power |Transfered tTransfered Uptime Client Last seen v a. aL%ﬂrJ — Zﬁﬂwﬂiﬂaﬂﬁiﬂﬁﬂﬂﬂﬂ?ﬂﬂgﬁtﬂﬂﬁ

1 EAP600_1 default 10.0.1.241 I,"_g““é“—é\ul ms  Oms '//r:\f_’K___S_ta_ﬁ__ﬁ_;u_t; "~ 20d8m(100mW) 119GB  106GB \\‘ T7d8h 31m255:'_§_‘: 2013/06/18 17:40:19 [ 4 !

2 EAP-600_2 default 10.0.1.242 i ® 0 @ Lims 0ms i NVK_Staff  Auto 20 dBm (100 mW) 3.46 GB 1.36GB i 5d 4h 16m 233! 1 i 2013/06118 17:40:220 [ Response time AN (ﬂ)

3 EAP600_3 default 10.0.1.243 i @ 0 e Lims 1ms i NVK_Staff  Auto 20 dBm (100 MW) 546.00 MB  1.90GB i 77d 8h 31m255i 3 i 20130618 1740119 [ a . o o i

4 EAP6004 ceraut 1001214 1 @ O O gms  oms | NVKStafi Auto  20dBm(100mW) 178GE 2776 MB | 21d1h5m 2451 7 | 201308112 17:4023 [ b. — @r]ﬂ\l']ﬁ‘ﬂﬁ]ﬂﬁ]ﬂﬂu@qﬂﬂﬁ‘mﬂlﬂumm

7 EX2200_1 default 10.0.1.253 i @ @ e 2|‘Ir'r|s 3Ims i 197 GB 164GB i 25d 2h 32m435i - i 20130618 17:40:24 [ . o o

3 EX2002 cefat 100122 | @ @ O qms  4ms Mo - . 33768 ___ 190GB_/ 2542n Bmds | - i 2013006118 17:40:25  [] Response time ﬂ@usﬂq\‘i@j\‘iﬂq@qgmﬂ\iW?Q@@@U‘Vm

10 DSLAM#3 dslam 10.0.1.3 i o 0 @ i Q i i O

11 DSLAM2 dsem 10012 1 @ @ @ . i i O ’AWLVWJ‘

12 DSLAM#!  dslam  10.0.1.1 l\O [S] O;,' i i O . = ) p .
. b7 0 91 Network § Congestion LA Error YEGE

P 12.16 GB 12.12 GB 17

c. @ums - luawnsosssieriugilnenili

a1aazifinann Network Nisiaxsielildsginsnd

A s al
iraginsniwaidenng
2) Alntavidaaresgininl (1an1enseddi)

a. SSID - a9 Access Point 11119 Broadcast aanN0
b. Channel — Ta94TyrU1tuN Access Point 1anuae]
c. TX/RX-dayandnisluacinu Access Point Aanan

3) ’%ﬂmu@lﬂﬂ’}ﬁlﬁﬁﬂma‘ Associate U Access Point
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System monitoring — utilization

anvik

MADLY TRULY DEEPLY

Status > Utilization

System Load
100

80
60 :
a0 (8
20 [ DTS T RN 1
N H TP v e ;00 n
| i s e e N e AT T, ]
18:00: 00 00: 00; 00 06: B0; B0 12:00: 00

@ Memory Usage Avg: 72.99 % Last: 81.36 %
W Swap Usage Avg: 0.00 % Last: 0.00 %
@ CPU Load Avg: 10.09 % Lest: 2.77 %
LAN Utilization - etho g
|
|
I i
) ¥ ] i u
e |l [} -1 B 8 i 4
- N gy ey * ol o,
2 == Tl O e ————
18:00: 00 00: 00: 00 06: 00: 00 12:00: 00
B Upload Max: 18,39 M Avg: 4.4B M Last: 7.85 Mbits/s
O Download Max: 11.44 M Awvg: 2.22 M Last: 0.40 Mbits/s
O Both Max: 19.24 M Avg: 6.71 M Last: 8.05 Mbits/s
Session Usage
ok 6
8k
6 k
4k
2k
18:00: 00 00: 00: 00 06: 00; 0 12:00: 00

O Session Count Max: 9026 Avg: 3212.72 Last: 1790

System Usage
300

2]
18:00; 00 00: 90; 00 06: 90; 00 12:00; 00
@ DHCP Leases Max: 253 Avg: 211.87 Last: 183
O ARP Count Max: 135 Avg: 7B.45 Last: 66
@ User Count Max: 107 Avg: 49.35 Last: 37
WAN Utilization - ethl
5 M
0N
15 M
0 NM
5N
o
18:00: 00 00: 00: 00 06: 00: 00 12:00: 00
@ Download Max: 19.59 M Avg: 4.45 M Last: 6,12 Mbits/s
M Upload Max: 1.22 M Avg: 0.49 M Last: 0.38 Mbits/s

O Both Max: 20.43 M Avg: 4.94 M Last: 6.50 Mbits/s

Interface Error Statistic

0.8

0.6

0.4

8.2

0.0+

18:00; 00 00: 90; 60 06: 90; 60 12:00; 00

@ LAN TX Error Max : o Avg: 0.00 Last: 7]
O LAN RX Error Max : c] Avg: 0.00 Last: a
B LAN TX Drop Max : o Avg: 0.00 Last: (]
@ LAN RX Drop Max : :] Avg: 0.00 Last: 2]
B WAN RX Error Max: ] Avg: 0.00 Last: o
O WAN TX Error Max : o Avg: 0.00 Last: -]
E WAN RX Drop Max : c] Avg: 0.00 Last: ]
O WAN TX Drop Max : o Avg: 0.00 Last: (]

3)
4)
5)

6)

System Load — LaAIAINIT FIUNINeINI1e9ssuy

System Usage — LaAIAINIT Mg

A.  DHCP Leases - S7ua1 P wanliignene

B. ARP Count— a1 ARP luseuyl

C.  User Count - #i3a41usuffii Login dinl4em

LAN Utilization — LL@mrﬁi’mmrm”lmmm?ﬁmgmm LAN Interface
WAN Utilization — bansA11e9n13 iatasiayaed WAN Interface
Session Usage — L@m4a114914 TCP Session fzzunsnaarnmalal
A9LNL 30k (30,000) Session

Interface Error Statistics — 714914 Error 2849 Frame/Packets ﬁ%q

01 Interface
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Best practice

® Device IP Addressing

® Port isolation
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Best practice — device IP addressing

192.168.1.31 192.168.2.31 192.168.2.32 192.168.b.f-n
Floor 2
Floor 1
Building 1 195 468.1.11 Building 2 445 168.2.11 Building N 195 1685 0 192.168.b.1n
" Network 192.168.0.0/22 (255.255.252.0) " Network 192.168.0.0/21 (255.255.248.0) " Network 192.168.0.0/20 (255.255.240.0)

® Range 192.168.0.1 ~ 192.168.3.254 ® Range 192.168.0.1 ~ 192.168.7.254 ® Range 192.168.0.1 ~ 192.168.15.254




Best practice — port isolation vk

Access points Port Isolation
(isolated) Port Status
: Access 0O isolated [V

Upllnk ports I L2 Feature ’——————————————\
. VLAN ‘ [ 1 Not Isolated |
. Switch 1
(not isolated) i : 2 Notisoleted |
gl I ¢ 3 Notisolated |
= 1 !
" 4 Not Isolated [

O 5 Not Isolated

802.1x 0O 6 Not Isolated

Radius Server O 7 Not Isolated

224l FIOllc Not Isolated

ACCGSS Wireless Setting Not Isolated

_ SSID | [EnGenius| (1to 32 characters) | .. .

Switch Access ports VLAN ID 1 (1~4094)
. Not Isolated
i Suppressed SSID [ ]
(lSOlated) m——— Not Isolated
Station Separation W' 1 (®)Enable (Disabi-

ALY

Wireless Security

Security Mode Disabled M

Save = Cancel

Core-Switch
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Troubleshooting

® Principle
® Scenario #1 (no ip from DHCP)
® Scenario #2 (portal page not appear)

® Scenario #3 (slow internet speed)
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Troubleshooting — principle vk

® Consciously use a logical method
" glanfitToyfoaniazisimnsmy

®* What changed?
al dl dl v = < v < 1% < ¥
. mwﬂ@ﬂuuﬂmLLumeL@ﬂu@ﬂm@Lﬂumummmﬂmmﬂm

® Suppress your tendency to make assumptions.
" aesanyAgIuiTeAIARziWAfe AN ITiNBEY

® Trust, but verify, problem evidence.
" 30 lf wisiesigaddntdoyninadugniies deyavisenangiuresioyminliddaian
o v a va Ay
anaazi liilaanauiianlé
® Only change one variable at a time.
% 6 ¥ v dl % = 1 1 og/J
= ngunsumnaesilyunliliee sevdasuulassaulsnaz et

® Document your steps early in tough issues.

" apnszuaunsufitlymnifiaemeaaususiiiug Inaanizilyminenn
v = o 1 a o =
a2 AU ANAUNINARALALNLANENAN

Sean Deuby
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Troubleshooting — scenario #1 (1/2)

iBSG Switch

AradgnAne s IP Address

Call flows

DHCP discovery
DHCP offer

DHCP request

DHCP ACK

Access Point

Client
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Troubleshooting — scenario #1 (2/2

Status» Log P Current Log P system » DHCP

Status Report Manage Monitoring Admin System Diagnostic

Overview User Device Utilization Log
|ﬂ:] Log Viewer (Last 150 Lines)

[Current Log V| [system | [dhcp (0 B) MENF)

Sep 14 13:14:02|ibsg dnsmasqg[13151]: DHCPREQUEST (ethl) 192.168.2.84 00:15:60:af:d?f%a -.\

Sep 14 13:14:02 ibsg dnsmasqg[13151]: DHCPNAK(ethl) 192.168.2.84 00:15:60:af:d0:fa‘n0 leases left

Sep 14 13:14:02 ibsg dnsmasqg[l13151]: DHCPREQUEST (ethl) 192.168.2.84 00:15:60:af: :fa

Sep 14 13:14:02 ibsg dnsmasq[13151]: DHCPNAK (ethl) 192.168.2.84 00:15:60:af:d0:fg no leases left

Sep 14 13:14:02 ibsg dnsmasq[13151]: DHCPREQUEST (ethl) 192.168.2.154 00:15:60:af:gb:3b

Sep 14 13:14:02 ibsg dnsmasqg[13151]: DHCPNAK (ethl) 192.168.2.154 00:15:60:af:4b:3b no leases lef-

Sep 14 13:14:01 ibsg dnsmasqg[13151]: DHCPREQUEST (ethl) 192.168.2.84 00:15:60:af:db:fa

Sep 14 13:14:01 ibsg dnsmasqg[l13151]: DHCPNAK(ethl) 192.168.2.84 00:15:60:af:d0:f Ino leases left

Sep 14 13:14:01 ibsg dnsmasqg[l13151]: DHCPREQUEST (ethl) 192.168.2.84 00:15:60:af: :fa

Sep 14 13:14:01 ibsg dnsmasq[13151]: DHCPNAK(ethl) 192.168.2.84 00:15:60:af:d0:faj no leases left

Sep 14 13:14:01 ibsg dnsmasqg[13151]: DHCPREQUEST (ethl) 1%2.168.2.154 00:15:60:af:Kb:3b

Sep 14 13:14:01 ibsg dnsmasqg[13151]: DHCPNAK(ethl) 192.168.2.154 00:15:60:af:4b:3% no leases lef-

| —— l"'

£ >

No leases left — la{aan IP Address 719 l3iwan

* neiadeal DHCP Log

anvik
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Troubleshooting — scenario #2 (1/3)

DNS

[
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iBSG Switch

dl 1 M v £ .
ATadgnAfe ldlFutin Login portal

Call flows

HTTP request (any)

HTTP redirect response

Access Point
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Troubleshooting — scenario #2 (2/3) vk

DNS Tests

B Monitoring Network Admin System Diagnostic . . Y p :
* p3aaaaLdn Client 1A IP Address viga
_______Agdr_es_s _______ Interface Size (bytes) Count
lr google-public-dns-a.google.com 32 3 Ping

Ping resul * 5394421 DNS laginIg Ping Angel Domain

Ping error or unreachable!

You are logged in as 'admin’ since 2016-02-11 02:42:05 pm [10.0.2.129] Py . I . 1%
MTIAARU Connectlwty MEINT Plﬂg Mgl |P
Status Report Manage Monitoring Network Admin System Diagnostic
ARP DHCP Ping Trace
______ Address o o o o Interface Size (bytes) Count
|r 8.8.8.8 32 3 Ping
Ping result
# Address RX Bytes TTL RTT (ms)
1 8.8.8.8 40 52 30.3
2 8.8.8.8 40 52 30.2
3 8.8.8.8 40 52 30.2
You are logged in as 'admin’ since 2016-02-11 02:42:05 pm [10.0.2.129]

©2013 by N.V.K.INTER CO.,LTD
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Troubleshooting — scenario #2 (3/3) vk

HTTP Tests

SO e pgqagau HTTP laannsidnuitin Portal ;199
.$ < Y, = ¥
|BSG3 5 Anel IP 113811 Manage
&
Please login * R999@aL DNS #98 nslookup
- Loginname |
DNS Tests
Command Prompt = (] X

: \Users\MaXZerkeir>nslookup google-public-dns-a.google.com ’
erver: login.ibsg.nvk
ddress: 192.168.2.254

pn-authoritative answer:

2 google-public-dns-a.google.com
ddresses: 2001:4860:4860::8888
8.8.8.8
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Troubleshooting — scenario #3 (1/2)

dl I v < 1 1 o/ dl v
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Troubleshooting — scenario #3 (2/2 vk

B Command Prompt - 0O X Jadsithailand.com

C:\Users\MaxZerker>ping -t 192.168.2.254 BIC: \Users\MaXZerker>ping -t ibsg.nvk.co.th

Pinging 192.168.2.254 with 32 bytes of data:
/ from 192.168.2.254: bytes=32 time<lms
/ from 192.168.2.254: bytes=32 time<lims
/ from 192.168.2.254: bytes=32 time=1ms
/ from 192. .2.254: bytes=32 time<lms
/ from 192. .254: = time<ims
/ from 192. .254: by time=1ms
/ from 1 .254: byte time<ims

from .254: s=32 time<ims
/ from .254: bytes=32 time=1ms
/ from .254: bytes=32 time<lms
/ from .254: bytes=32 time=1ms
/ from .254: bytes=32 time<ilms

Pinging ibsg.nvk.co.th [115.178.62.134] with 32 bytes of data:
from 115.178.62.134: time=41ms TTL=53
from 115.178.62.134: 32 tim 3ms TTL=53
from 115.178.62. : by time=39ms TTL=53
from 115.178.62.134: b 2 time=42ms TTL=53
from 115. .62.134: by 2 time=35ms TTL=53

 from 115.178.62. : 2 time=35ms TTL=53
time=35ms TTL=53
time=35ms TTL=53
time=37ms TTL=53
time=34ms TTL=53
time=36ms TTL=53
time=35ms TTL=53

11.36 Mbps CONNECTION GRAPH
DOWNLOAD SPEED

008 Mbps 0.03
Mbps

o}

from 115.
from 115.
from 115.
from 115.
from 115.
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* pINRARLATE Ping test Ineuiunazainend Ingl Ping 17 IP 189 Gateway way IP 289 Host #1ag/1u Internet

* p3AAaLAY% Speed test WaLAUNAzalnInl
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