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Neutron Series Overview

Today’s Networks Must Be -
Flexible, robustand as effective as the organizationsthey serve.

They Often Comprise:
v" Different Buildings v" Infrastructures
v' Business Units v Sizes & Topologies

These distributed networks can place
an enormous burden onin-house IT staff
or managed service providers to support
a potentially vast collection of Switches
and Access Points through
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The Answer: The Neutron Series Distributed Network Management Solution

v Installation v" Managing
v Configuration v Monitoring
v Provisioning v Upgrading




EnGenTus® Neutron Series Overview

The Neutron Series

Distributed Network Management Solution

Flexible, Scalable, Enterprise-Class Management Solution for
Both Large and Small Networks

Best of

» Simplified Configuration & Management !&'!.E.!ttop
» Enterprise-Class Performance

» Feature-Rich Access Points & WLAN Controller Switches

= ezMaster™ Centralized Network Management

NO AP Licensing, Subscription or Tech Support Fees

O

ezMaster” Network WLAN Controller Managed
Management Software Switches Access Points




Neutron Series Overview

Neutron Series
Distributed Network Management Solution

\

Scalable Flexible Affordable
Complete Scalability Unlimited Flexibility Lower TCO
Regardless of Size to Meet Your Needs No Hidden Fees

J
\ Distributjd Network Managemj;tSolution >

J




EnGenius®

Neutron Series Overview

Complete Scalability Regardless of Size
Start small or go big with the Neutron Series
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Unlimited number of networks

distributed across cities, regions
or countries



EnGen?us‘@ Neutron Series Overview

Complete Scalability Regardless of Size
Start small or go big with the Neutron Series
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ezMaster

Manage a few or 1,000+ APs, Unlimited number of networks
distributed across cities, regions or courgries



EnGen?us‘@ Neutron Series Overview
Unlimited Flexibility

No matter whatyour businesssize,
Neutron Series is flexible enough to
meet your network needs.

ezMaster

v o Manage
> Distributed
Networks

& Internet )
“"s

Manage Local Network
with Switch Controller

Managed networks locally, or...
Centrally manage remote

locations E:]
Manage

Manage Access Points Locally
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EnGenius® Neutron Series Overview

Enjoy Greater Affordability

Many competing solutions require costly hardware, per AP licensing and
annual subscription fees, not so with Neutron Series. Enjoy affordable,
predictable costs—and a lower TCO per deployment.

The Price Paid over One Year for 25 APs

EnGenius . -based
Compare Hybrid Solution Vendor

Mac3x3: 3 Streams T1ac 3x3 : 3 Streams 11ac 3x3 : 3 Streams

Access Points
HW Controller
Subscription
License

Firmware Upgrade

s

MSRP October 2015 — Not including cost of power sources and Ethernet switch.




EnGenius® Target Audience, Solution
Features & Benefits




EnGenius® Target Audience

Target Audience

Neutron Series Is Ideal for Deployment in Expandable

Environments:
MSPAIhance®

International Association of
Cloud and Managed Service Providers

-Large, geographically diverse organizations
-Managed Service Providers (MSPs)
-Healthcare Facilities

-Hotels & Resorts

-School Districts & Campuses
-Public Sector

-ProAV Installations
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Features & Benefits

Features & Benefits

The Neutron Series delivers enterprise-class features that simplify
deploymentand management, maximizing wireless performance
for any size network, no matter where it’s located.

1
Optimized Wireless Performance -
v Background Scanning e\ \
v' Auto-Transmit Power
v" Auto-Channel Allocation
v Fast Roaming

v' Band Steering

v' Band Balancing




Features & Benefits

ezlMaster~makes centralized network managementeasy through

bulk configuration, provisioning and monitoring; rich analytics,
reporting and much more.

Distributed Control, Centralized
Management with ezMaster

Unlimited Distributed Networks
At-A-Glance Dashboard

Manage 1,000+ APs & Switches
Manage 10,000+ Concurrent Users
Monitor with or without Onsite Switch
Deploy on a Local or Remote Server
or via a Cloud-Based* Service

AN N NN S




Features & Benefits

Save Time & Resources

The Neutron Series is easy to deploy, manage and operate, so you'll
spend less on administrative overhead, travel costs and training.

Simplified Deployment &
Provisioning

v' Easy-to-Use Web Interface
v' Simplified Management

v" One-Click Updates

v' Automated AP Provisioning
v" Intuitive Configuration Tools
v" No Extensive Learning Curve




Features & Benefits

A powerful, full-featured platform, Neutron Controller Switches
supportup to 50 Access Points and provide for future expandability
for broader device connectivity and management.

Neutron Controller Switches, A

Full-Featured WLAN Platform

v' Manage up to 50 Neutron APs

v' Power-over-Ethernet Support

v" Redundant AP Management with
SmartSync Redundancy’

v Future Expandability

v Wireless Controller

v Array of Layer 2 Management Tools

*Feature available through future firmware updates




Features & Benefits

Versatile AP Portfolio Features High-Capacity 11AC

Neutron Series’ versatile line of high-performance, Managed Access
Points features high-capacity 11ac Indoor and Outdoor APs.

Versatile AP Portfolio

Indoor Ceiling-Mount |
Outdoor Ruggedized ﬁ@
Single-Band 11n models to /I

3x3 Dual-Band 11ac versions /I g r
PoE Convenience |

Standalone Devices or
Managed via Switch or ezMaster

AN N N NN NN




Features & Benefits

Increased Security, Reliability & Bandwidth Conservation

Organizations that offer Internet access to patrons or visitors -
notably hotels, retail shops and restaurants - will appreciate
Neutron’s Captive Portal and Guest Network capabilities.

| .‘ Create Secure, Branded Captive

Portals & Guest Networks

v Offer Secure, Regulated Web Usage
Authentication Database
Customizable Branded Splash Pages
Provide Promotional Content
Acceptable Guest Usage Policies
Block Access to Corporate Network
Create Separate VLANs

AN N NN N




Features & Benefits

With the Neutron Series, your network is protected from attacks at

multiple levels through advanced wireless encryption standards and
threat detection.

Comprehensive Network Protection

v' Wi-Fi Protected Access Encryption

v" Authentication Database

v' 802.1X with Radius Server

v" Rogue AP Detection

v' Email Alerts

v' Real-Time Wireless Invasion
Monitoring




EnGen?us‘@ Features & Benefits

Neutron provides centralized network visibility and a wealth of invaluable
reporting, analytics and real-time monitoring tools, with email alerts,
giving IT managers insight into system efficiencies and issues.

Rich Reporting & Analytics

v Email Alerts

v'Wireless Client Monitoring

v Traffic & Usage Statistics
v'Centralized Network Visibility
v'View Statistics

v'Network Topology View

v'Floor Plan & Google® Map Views




EnGenius® Competitive Information




Competitive Advantage

AP & Switch Management EnG ?U

- Manage by both Switches & ezMaster

8|
el

ezMaster

- Redundancy between Switch & ezMaster = SmartSync Redundancy’
- AND between any Neutron Switch = ezRedundancy’

: q ol I () I e .
il K Rslm‘ignlws cisco Meraki
- Manage by ZoneDirector Controller ~ tnuxsener i ba:e;’ -
-Li i |
License fee required . o “dod
e Cloud Hosted
_ Network Service
Direct D | S
Sy 5 = = S—
L T

— - —

- No redundancy between FlexMaster & ZoneDirector - Directly manage by Meraki Cloud
- Only between two of the same ZoneDirector Controllers ~ datacenters built around the world

*Feature available through future firmware updates




EnGenTus® Neutron Competitive Matrix

Competitive High Level Matrix — Neutron vs. Competition

EnGenius
Hybrid
M t Controller-based Cloud-based
anagemen (Cloud or Controller) ontroller-base oud-base

AP License/Subscriptions None v 4
Auto Channel Selection v v v
Auto TX Power v 4 v
Background Scanning v 4 v
Captive Portal v v v
One Click Update v v v
Auto Migration v v v
Comprehensive Monitoring v v v
Remote Management v 4 v
1,000+ APs v v v

EnGenius competes head to head with other major competitors
S,



ezMaster
EnGenius® Network Management Software




ezMaster Software

ezMaster Network Management Software expands the flexibility
and scalability of Neutron Series Managed Access Points and

WLAN Controller Switches. Best of
INTEROP

2015 Finalist

Flexible Distributed Network
Management

v Unlimited Distributed Networks

v' Powerful, Scalable Options

v Simplified Device Management

v Deploy on a Local or Remote Server

=1" | | == or via a Cloud-Based* Service

*Feature available through future firmware updates



ezMaster Deployment Options

Manage Local Network Manage Remote Network Manage Local and Remote Networks

_ ezMaster )

Remote
P Network
=
N ‘y

Local

Network




EnGenius®

Software Features

ezVlaster Software Feature List

Centralized Management
+Configure, manage and monitor
thousands of Neutron devices
+Cross-Network AP Management
*AP Group Configuration

AP Config & Management
*Auto Channel Selection
*Auto Tx Power

«Client Limiting

«Client Isolation

L2 Isolation

*VLAN Isolation

*VLAN Tag

*Traffic Shaping

Fast Roaming

*Band Steering

*RSSI Threshold
*Multiple SSID

*Secure Guest Network
*LED On/Off Control
*Background Scanning

*Available through future software upgrade.

Comprehensive Monitoring
*System Status Monitoring

Device Status Monitoring
*Wireless Client Monitoring

*Wireless Traffic and Usage Statistics

+Visual Topology View
*Floor Plan View

*Wireless Coverage Display
*Map View

*Rogue AP Detection

Management & Maintenance

*Kick/Ban Clients
Captive Portal
*Seamless Migration
*One-Click Update
*Bulk Firmware Upgrade
*WiFi Scheduling*
*Syslog

*Remote Logging
*E-Mail Alert
*SmartSync Redundancy*
*ezRedundancy* (N+1)




EnGen?\US® System Requirements

ez\Vlaster System Requirements

Recommended environment for managing up to 500 APs

 CPU: Intel i3 3.6GHz dual core or above

* RAM: 4GB minimum

« HDD:500GB (actual requirement depending on log size)

e 0OS: Microsoft Windows 7 or later + VirtualBox 4.3.30 (or similar
virtualization products)

Recommended environment for managing up to 1000 APs

 CPU: Intel i5 3.2GHz quad core or above

* RAM: 4GB minimum

« HDD: 500GB (actual requirement depending on log size)

* OS: Microsoft Windows 7 or later + VirtualBox 4.3.30 (or similar
virtualization products)

Network Topology Requirements
*At sites where APs are deployed: a DHCP enabled network for APs to
obtain IP address



EnGenius® Neutron Series Hardware




Neutron Controller Switches

Neutron Series WLAN Controller Switches
New EWS2910P  8-Port Gigabit PoE+ L2 Wireless Management Switch/Controller with 2 Dual-Speed SFP ports; 61w
NEW EWS2910P-KIT-300 WLAN Starter Kit (1) EWS2910P, (2) EWS300APs
EWS5912FP 8-Port Gigabit PoE+ L2 Wireless Management Switch with 2 GbE Ports and 2 Dual-Speed SFP; 130w
EWS7928P  24-Port Gigabit PoE+ L2 Wireless Management Switch with 4 Dual-Speed SFP; 185w
EWS7928FP 24-Port Gigabit PoE+ L2 Wireless Management Switch with 4 Dual-Speed SFP; 370w/740w (with RPS)
EWS7952FP 48-Port Gigabit PoE+ L2 Wireless Management Switch with 4 Dual-Speed SFP; 740w

Model s":::’;::; RJ45 SFP St:n‘:iird PP:rEs BZZSet Housing
EWS2910P 20 8 2 af 8 61.6w 1U 9.45" Desktop
EWS5912FP 50 10 2 affat 8 130w 1U 13" Rack-mountable
EWS7928P 50 24 4 affat 24 185w 1U 19" Rack-mountable
EWS7928FP 50 24 4 af/at 24 370w/ 740w 1U 19" Rack-mountable
EWS7952FP 50 48 4 af/at 48 740w 1U 19" Rack-mountable
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EnGenius® Neutron Controller Switches

oy - - T~

EWS2910P EWS5912FP EWS7928P EWS7928FP EWS7952FP

20 AP: Vianage APS
24 GbE Ports 48 GbE Ports

2 x 1GSEP Uplink 4 x 1G SEP Uplink
SP.PoEaf: SP.PoEat/at 24P PoEaf/at 24P PoEat/at 24P PoEaf/at
(61.6\) (130\W) (185\W) (370W) (740\)
20)GIpS 20 GHPS o 104°GpPS
)
159U 197 1U Rackmount
Rackmount




Neutron Managed Wireless Access Points

Neutron Series’ versaltile line of high-performance,

Managed Access Points features 5 new APs. .

v' EWS300AP v' EWS510AP

v' EWS350AP v EWS650AP

v' EWS500AP n
Product No. Wireless Standard Product Description
EWS300AP 802.11b/g/n Single-Band 11n 2x2:2 2.4 GHz Ceiling-Mount Wireless Managed Indoor AP
EWS310AP 802.11a/b/g/n Dual-Band 11n 2x2:2 Ceiling-Mount Wireless Managed Indoor AP
EWS320AP 802.11a/b/g/n Dual-Band 11n 3x3:3 Ceiling-Mount Wireless Managed Indoor AP
EWS350AP 802.11a/b/g/n/ac Dual-Band 11ac 2x2:2 Ceiling-Mount Wireless Indoor AP
EWS360AP 802.11a/b/g/n/ac Dual-Band 11ac 3x3:3 Ceiling-Mount Wireless Managed Indoor AP
EWS500AP 802.11b/g/n Single-Band 11n 2x2:2 Wall Plate Wireless Managed Indoor AP
EWS510AP 802.11a/b/g/n Dual-Band 11n 2x2:2 Wall Plate Wireless Managed Indoor AP
EWS650AP 802.11 Dual-Band 11lac 2x2:2 Wireless Managed Outdoor AP; IP55
EWS660AP 802.11a/b/g/n/ac Dual-Band 11ac 3x3:3 Wireless Managed Outdoor AP; IP55
EWS860AP 802.11a/b/g/n/ac Dual-Band 11ac 3x3:3 Wireless Ruggedized Managed Outdoor AP;IP68



Neutron Managed Wireless Access Points

NS N NS\ =

EWS300AP EWS310AP EWS320AP EWS350AP EWS360AP EWS650AP EWS660AP EWS860AP

@Uutdoeor,
Singl
Dual'Band 802.11n Dual Band 802.11n/ac

Internal Antenna

2x2:2 2X25 2 3 x3:3 X252 3 x3:3 X252 3x3:3
: + 450 +4 4867, 450+ 1300 :
300/ Mbps 300 +300 50/ +450 300/ +86 + 300} + 867, 450+ 1300 Mbps

VIbps
HighrPower; . Mps . Mo : Mbgs : ? : ops High Power.
HighrPoWEr; HighrPOWEr; HighrPoWer; HighrPOWET; HighrPoWEr:

. G EURIINK 2 i
IXGHEURNInK e
Support 802.3af/at PoE Support 802.3at PoE
0to40° C 20to60° C




Neutron Managed Wall Plate Access Points

EWS500AP EWS510AP

Single Band Dual Band 802.11n
Internal Antenna

X252
300+ 300/Vibps

ISGEURIIRK
ASEENTANNASAPOE@UT)

Support 802.3af/at PoE

0to40" C
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EnGenius®

Total Networking Solution Provider




EnGenius® APPENDIX A: FEATURE HIGHLIGHTS
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Device Registration

Address; Check Code; Description

For example,
88:DC:96:11:11:11,123456;Lobby AP
88:DC:96:22:22:22;123456;Main Office AP

88:DC:96:0C:95:62,7ff67f81,Tony_Desktop_2

Enter registration information for one or more devices (one per row) using the following format: MAC

Claim AP using MAC Address + Check Code

*
*
L 4 s .
Sy NSNS NSNS NSNS NSNS EEEEEEEEEEEEEEEEES®
Ry NN NN NN NSNS NSNS EEEEENEEEEEEEEEEEEEEEEEEE,,
Device demo project > Device Config
Access Point [ 8]
Switch | 2|
¥} Device Type * Model Name
Pendi I
S 5] AP EWS310AP
1to 1 of 1 Device(s)

L 4

>

*
.®

*
*

..IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII“
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L 4
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. L 4
*
o .
L4 *

L4 *
L] .
'] -
o demo project > Device Config :
H General Settings -
u ]
u i ]
[ ] Device Name: | Tony_Desktop_2| X (1~32 characters) -

[ ]
u ]
] m} Status MAC Address  * Administrator Username: = admin (1~12 characters) -
u ]
™ O © onine 00:13:51:00:06:00 New Password: | Leave blan (1~12 characters) -
L] O © online 00:13:51:00:08:00 [
n Verify Password: | Leave blank if un -
n 0O © onine 00:13:51:00:09:00 =
: O © online 88:DC:96:0C:95:62 :

Auto Configuration i
. O © onine  88DC96:22:0227 OIDLICERO SR .
u ]
[ ] O @ onlne 88:DC:96:32:90:AD IP Address: 10.0.85.109 u
[ ]
n O e Online 88:DC:96:32:90:B9 Subnet Mask: 255.255.255.0 :
" :
. 0o onine S8.DC0 6 CR1 Default Gateway 10.0.85.254 :
L] O © onlne 88:DC:96:36:CF:5D 1
. Primary DNS Server: 10.0.91.240 -
110 9 of 9 Device(s

: ©) Secondary DNS Server: = 10.0.91.241 u

| ]
= [ ]
= [ ]
[ ] Wireless Radio Settings =
= [ ]
L} WLAN Settings - 2.4GHz .
= [ ]
= WLAN Settings - 5GHz u
= [ ]
u []
- L]

. . . . N
. Start managing and configuring your APs! &
0’ *
*
* s .

.
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EnGenius®

Where to find the Check Code?

In order to register the Neutron device with the ezMaster for remote management, the
Check Code and MAC Address of the device must be entered. The Check Code can be

found:
* Onthedevice label at the bottom of each device (shipped after Oct 2015)

* Inthe Summary or Status page in the device user interface

* Using the Generate Check Code feature on the EWS Switch (Maintenance > Check
Code)

* Along with every EWS AP/Switch shipment, HQ sales will provide a list of SN, MAC
Address, Check Code



ezMaster Registeration

Account

® @ @ @

Account

Account Setting

H EzReg

EzReg Registeration

Account Setting

This EzMater is unregistered. Please click register button to register to EzCom.

EzCom URL: ezreg.engeniusnetworks.com

EzCom Port Number: 80

®» @ ® ®

Account

Account Setting

H EzReg

EzReg Registeration

User Name: admin

Leave blank if unchanged

Password:

Leave blank if unc

Verify Password:

Email Addresi admin@senao.com I

default admin user

Description:

Note: the email addrgss is necessary to register/re-register
devices for managenfent. Please fill your data correctly

Apply

\'

Enter email to register

Message

Register to EzZCom successfully!




Claiming APs

After registering with ezReg server, you can start adding AP into your inventory.

® @ ® ©® e

[l Remove
I Add Device I
O MAC Address = Che
B Manage No devices
Device List Showing 0 to 0 of 0 Device(s)

MAC Address: 88:DC:96:21:FF:F3

Message

Check code: 12345678

- Office 10F
Add device successfully! Description:

3 3 Add

Enter MAC and check code




Adding AP to your Profile

Q, Search

demo
=
E E demo
@ 9 managed devices, created: 2015-05-20 17:28:19, last update:2015-05-20 17:28:19

i Device demo > Device Config
Access Point ﬂ
* Add Q
Switch [ 0 | 4
............. Device | Firmware
Pending Approval [l O Type Device Name Model MAC IP Version
ID I AP EWS310AP EWS310AP 88:DC:96:21:FF:F6 211.23.68.199 v2.0.0-c1.4.0
|10 . 1to 1 of 1 Device(s) Previous 1 Next

Under to ‘Pending Approval’ list, select the AP(s) you with to manage and click ‘Add’
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EnGenius® Main Dashboard (Home)

ezMaster
® ® EnGenius® @ aomn~ @

Click icon to choose a project
first System Resource Usage

Displays current
S~ system hardware

1% 5.3% 5.5%
cPu Memory Disk usage (real-time)
Recent Project System Information System Version
demo EEE 1 085
Projects EzMaster Version

List of recent
opened projects 9 146
2 Controller Version

"® Managed Devices

0.5.0

1\ 34 days, 20 hours, 33 mins
e EzRegister Client Version

Uptime

Displays current system information
and software details




EnGenius® Main Menu

Home Button
Return to main dashboard

Projects

Create, delete or manage project. A ‘project’ is similar to a
‘profile’ which can be used to classify/represent different
sites or floors of your deployment.

Settings
System settings including registering user
account with ezMaster server

Inventory
*Register new devices with ezMaster
*Manage registered devices




EnGenius®

Google Map & Floor Plan View

Allows for quickly locating deployed APs, a useful feature for multi-site
large scale AP deployments.

Floor View
Online © Offline = Busy
- Neihu l”-’ AP List v Save Plan
U’ RDER= Il
[ajejajaja]s) oo DC‘DDL
+
- AR ™ uauuuu(\ 0Q uuuul
b £ Map
e o O B} [ e b |
] ]| iﬁﬁl‘ [Sririo] ®W aRwA *
1oy ] I‘g ¢ -3 Q
I‘;! Devas Nave
o e
. WS
[ @@@ v 504
:, . . p
-4 SRl A 0
® -
®
¥




EnGenius®

Wireless Coverage Display

Wireless coverage display can be toggled in Floor Plan to indicate the
coverage range of each EWS Access Point so IT managers can easily
and accurately plan and deploy wireless networks in any indoor

Floor View
Online Offline BUSy Last save fime : 2000/01/01 19:11
/ a3 Floor|v] l 4 Setting | AP List v
< > = :
v ¥ I
Scale Info Toggle
+ Map Scale: @® 2.4GHz () 5GHz
- 1:4m [l Heatmap
6 :
a J - o == SetSeale [_] AP Information
% : F RSSI
- i -84 RSS! Value:
u“‘ 8 -80
: ; 3 -80 [ RSS! Simulate
| ? 8 =78 RSSI Range:
= IEREE =T w
=
— . 5
a — @8
-«
w
wanwon T
l g
i | 2
[a)
o
# w
2
o dme—




Topology View

Automatically maps your network deployment and displays the device relationships across
your network infrastructure. A innovative and useful feature for troubleshooting network
issues that would otherwise require manual mapping, overlay monitoring software, or
manually keeping track of MAC address tables.

Topology View
The switch will automatically generate your current network topology. Click on “Save Topology™ after confirming your topology. Notifications of change will be displayed upon
detecting Topology change
® Online ® Offine © Busy Unmanaged ¥ Topology Change () Show Port Info
< > ow
NV / ° i1
+ 225 .
- =) 9
- a
-~ ) vamaz
L '
o'
- 202
=e
o ) ©) mix
8¢
Q) 02s

Note: An EWS Switchis required in the network for the topology to generate. EGS L2 Series,
EGS Smart v2 Series, EnGenius IP Cameras can be displayed in the topology.



Graphical Statistics: Quick Overview on Network Usage

0B

Traffic (Byte)
100MB_ 200MB__300MB_400MB_500MB_600MB__700MB__800MB__900MB

OSort: descending

James-PC
48:D7:05:DC:6B:B1
78:31:C1:C2:A4:8A

" A

Bill-nb
Managed APs ®Total OSort: descending by traffic
Erwin-VAIO i
LKEVE 1 week |
Senna-AS1825PTZ € 2015/ May / 11 1 day U @
J
o 4GB o
JessdeMBP = aen - - [— ggé
Chromecast ot MAC : :13:51:00:04:00 S
é 26B Client number : 39 20 E
e S 1GB 7 105
MI3W-xiaomishouiji = Tx :3.10GB o
0B Total : 3.74GB 0O
android-5df1e7b2c... i
oo
Tony-iPhone
MT117
IPhone ®Total
30:10:E4:11:53:0B 1GB
25
Yu 800MB -
Meeting Room D £
% 152
5
_ 14m8 103
g 12mMB
< 1MB 5
[
5 800k
'§’ 600KB 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23
é 400KB Time (Hour)
200KB r
08
120s 100s 80s 60s 40s 20s Os

Automatically organizes and visualizes the network traffic in clear and easy-to-read graphs.




EnGenius®

One-Click Update

Receive new firmware notifications in GUI so users can conveniently
check that the current firmware on their APs is the most up-to-date
version.

Notification will appear when new firmware is available.

Auto Upgrade

‘1’ O (l) B D Completed 0 of 1 devices
- A AR RwNNYN 58%
Reset Reboot Logout >
Time Remaining: less than 1 min
| Hide |
Switch
Progress v Device Name MAC Address Current Firmware Target Firmware
No data available in table
Showing 0 to 0 of 0 entries
8 7 1 Managed Device
MANAGED ACTIVE OFFLINE Current Target
Progress ¥  Status Model SKU Name MAC Address Firmware Firmware
Fimware — ewesioap  INT  EWS310AP  88:DC.96:1740:81  20% 207
Upgrading c1.0.2 c1.0.3 L




Bulk Firmware Upgrade

Upgrade firmware for managed APs: Single or multiple units to save

time, and avoid repeating the process over and over again.

Bulk Upgrade

Current firmware image infomation:
Model Firmware Version File Name Image Size(Byte) Upload Time
c600 v2.0.0-C0.2 C600-+v2.0.0-C0.2.img 5681156 2013-Sep-04 11:29:33

Upload Wireless AP firmware image file to controller:  Upload New File

{* Unable to Upload New File when APs are under upgrading.) 5 0
AVAILABLE | UPGRADING
Device List

Add to upgrade Q

| Status Model Name MAC Address IP Address Firmware Version

v Online c600 AP2 AD:6F:D5:D7:09:13 192.168.1.11 1 build-130724 (5b396e5d)

| Online c600 AP3 39:0A:DA:20:EB:B6 192.168.1.12 1 build-130724 (5b396e5d)

| Online c600 AP5 CD:EF:97:96:17:D2 192.168.1.15 1 build-130724 (5b396e5d)

| Online c600 AP6 23:2D:9D:E7:18:68 192.168.1.16 1 build-130724 (5b396e5d)

o Online c600 AP12 AB:EF:88:96:17:D2 192.168.1.15 1 build-130724 (5b396e5d)
10| 1t 5 of 5 AP(s) 4 Previous Next b




E-mail Alert

ezMaster'seventlogis designedto monitor the operation of both the system
and the APs by recording the network event messagesit generates during
normal operation. These events may provide vital information about system
activity that can help in the identification and solutions of system problems.

When an alarm eventis detected, ezMasterwill record it in the eventslog, and if
configured, will send an email warning.

EnGenius® @ aomn~ @

Device Control ~ Statistics  Visualization Update  Security

l Basic

Account Setting Time v Category Severity Message

EzRegister Registeration May 25 16:49:29 Switch info EWS5912FP(00:02:6F AA‘AA'AB) online with uptime 270562 seconds

EzRegister Setting May 25 16:47:52 Switch waming EWS5912FP(00:02:6F:AA'AA'AB) offline

Event Logs May 25 16:46:42 Switch info EWS5912FP(00:02:6F :AA:AA-AB) online with uptime 270396 seconds Mal' Alert

3 May 25 16:46:27 Switch waming EWS5912FP(00:02:6F AA'AA'AB) offline

Remote Logging List = B =
May 25 14:17:51 Switch info EWS5912FP(00:13:32:33:88:86) online with uptime 784075 seconds Mail Information Setting

Remote Logging Setting
May 25 14:17:27 Switch waming EWS5912FP(00:13:32:33:88:86) offline |

B Advanced May 25 07:30:19 Switch info EWS5912FP(00:02:6F AA/AA"AB) online with uptime 237014 seconds 1 SMTP Server: smtp.gmail.com
May 25 07:28:43 Switch waming EWS5912FP(00:02:6F :AA'AA'AB) offline |
May 25 07:27:33 Switch info EWS5912FP(00:02:6F AA/AAAB) online with uptime 236847 seconds 1 SMTP Port: 465
May 25 07:27:17 Switch warning EWS5912FP(00:02:6F AAAA'AB) offline Support SSL/TLS: @ Enable () Disable
May 25 04:47:57 Switch info EWS5912FP(00:13:32:33:88:86) online with uptime 749882 seconds 1
ication: nabl isabl
May 25 04:47:33 Switch waming EWS5912FP(00:13:32:33:88:86) offline Authentication: © Enable O Disable
May 24 22:05:59 Switch info EWS5912FP(00:02:6F AA/AAAB) online with uptime 203153 seconds :] User Name: john_smith
May 24 22:04:06 Switch warning EWS5912FP(00:02:6F AAAA'AB) offline |
ssssssse
May 24 22:02:56 Switch info EWS5912FP(00:02:6F:AA‘AA-AB) online with uptime 202971 seconds ] Password:
|| show password
May 24 22:02:44 Switch waming EWS5912FP(00:02:6F AA"AA'AB) offline e
May 24 22:01:34 Switch info EWS5912FP(00:02:6F-AA’AA°AB) online with uptime 202888 seconds j] Mail Address: john_smith@gmail.com
May 24 22:01:18 Switch warning EWS5912FP(00:02:6F AAAA‘AB) offline |
May 24 19:17:55 Switch info EWS5912FP(00:13:32:33:88:86) online with uptime 715679 seconds
1 Apply




Captive Portal

Captive Portal

Supports:

1. Internal Authentication (Local Database) with Internal/External Login Page
2. External Authentication (RADIUS) with Internal/External Login Page

3. 3™ party cloud captive portalintegration,i.e. Cloud4Wi

[k Q2 il 42% CH 3:49 pm

eED TR il 41% (W 3:49pm @ = QR will 41% W 3:50pm

Wi-Fi Sign-in required

Wi-Fi Sign-in required Wi-Fi Sign-in required

EnGenius®
EnGenius® 2 ;

 redirectin

Login Success!
& | Password Login

By accepting this agreement and accessing
the wireless network, you acknowledge that
you are of legal age, you have read and
understood, and agree to be bound by this
agreement.(*) The wireless network service
is provided by the property owners and is

Enter your username and password to
connect to this network

CANCEL CANCEL FINISH

After SSID authentication Splash page login Login successful



EnGenTUS® Captive Portal

Profile Information | Create different captive portal
— | profiles and apply directly to SSID

Profile Name: test

Login‘Type Splash & Go: No authentication required.
B Users can access the network as soon as

O Splash & go (no authentication) > ]

%} Local User DB they associate.

O External RADIUS Server Local User DB: Authenticate users using

local user database. Users must enter a
username and password before being
allowed on the network.

External RADIUS Server: Authenticate
users using an external RADIUS server.
Users must enter a username and
password before being allowed on the
network.



Captive Portal

Login Page .
Choose to use user defined (external URL)
Redirect to ext | URL H s
ettt 7 splash page or built-in internal splash page
@® Local web page
Logo: Preview:
=
EnGenius"* Upload custom x
EnGenius’
|0g0 for EzMaster Captive Portal
internal splash "
Upload file: a e
I ﬂﬁ--- | p g .
Images larger than 200x100 will be resized. We recommend PNG, JPEG,
and GIF formats.
By accepting this agreement and ~
Message: EzMaster Captive Portal ;fﬁe:f;ﬂﬁd?ﬁs;iﬁ”}
legal age, you have read and v
T f v
ermo
e [V Enable
By accepting this agreement and accessing the wireless ~ \L
network, you acknowledge that you are of legal age, you
have read and understood, and agree to be bound by this . .
agreement.(*) The wireless network service is provided by = PFEVIGW Of Internal SpIaSh page

Enter custom message or terms of use if desired



Captive Portal

Redirect Behavior . .
Option to allow users to continue to the

@ Redirect to the URL that the user was trying to visit. . original URL they intend to visit or force the
O Redirect to a different URL: user to visit a specified URL after a successful
IR authentication.

User Session
Option to disconnect user based on:
M Enable Session Timeout: 5 minutes |F—— a.Session time

M Enable Idle Timeout: 5 minutes b.ldle time

Walled Garden

[[] Enable (Manually specify an IP range users can access prior to sign-on. Engenius' splash page is automatically included in your walled garden.)

Specify your walled garden by entering space separated addresses and ranges using CIDR rotatin. Example:192.168.1.1/24 192.168.37.10/32

Manually specify an IP range users can access prior to sign-on. When you are operating the
hotspot in a hotel, for example, you can include the hotel’s Web site in the walled garden.
A walled garden for a corporate office, on the other hand, can include Web pages that
show the office directory, emergency information or building maps.



EnGenius® Fast Roaming

Fast Roaming

Fast roaming uses protocols defined in 802.11r to allow continuous connectivity for wireless
devices in motion, with fast and secure roaming from one AP to another. Coupled with 802.11k,
wireless devices are able to quickly identify nearby APs that are available for roaming and once
the signal strength of the current AP weakens and your device needs to roam to a new AP, it will
already know which AP is the best to connect with.

Note that not every wireless client supports 802.11k and 802.11r. Both the SSID and security
options must be the same for this fast roaming to work.

Fast Roaming is available when using the security methods listed below:

* RADIUS Authentication Required:
WPA2-Enterprise, WPA-Mixed Enterprise

* No RADIUS Authentication Required:
WPA2-PSK, WPA-Mixed



=

EnGenius® Fast Roaming

Fast Roaming

1. Client logs on AP1
2. The access key of the client is passed on to all connected APs in the network
3. When the client moves between AP1to AP2, the roaming procedure takes place.



Background Scanning Explained (1/2)

Background Scanning Setting
Admin Account

Y E ac < N 2 AGH? ory \ -
Remote Logging Setting Enable background scanning on 2 4GHz radi every 10 seconds

Remote Logging List Enable background scanning on SGHZ radio every 30 seconds

Reset ezMaster m

Cloud Registration

At
B Wieless

Background Scanning

Auto Tx Power ‘

* AP periodically executes channel hopping to obtain channel utilization statistics and
detects surrounding devices, including neighboring APs and rogue devices in all available
channels.

* Scansone channel at a time, minimize throughput impact.

* Background scanning is the basis of Auto Channel, Auto Tx Power and Rogue AP detection,
and must be enabled for these features to operate.

* For latency-sensitive applications such as VolP, it is recommended to set the background
scaninterval to a higher value, e.g. 5 or 10 minutes.

* For regular application, the recommended value is 30 seconds. This value will also be
directly related on how long it takes for the AP to scan for rogue devices.



~

EnGenius® Background Scanning Explained (2/2)

Active probe scan for very short period

Channel n for scanning [-\ f\
Current channel ]-\« >
\_ ) time
~

Period for scan single channel

Y
Full cycle to scan all channels



EnGenius® Auto Tx Power

® @ @ @

il Basic Auto Tx Power Setting
Admin Account

) . Enable auto TX power on 2. 4GHz radio
Remote Logging Setting
Enabie auto TX power on 5GHz radio

Remote Logging List

Reset ezMaster m

Cloud Registration

l Wireless

Background Scanning

Auto Tx Power

* Using the information collected by Background Scanning, APs can automatically adjust
their transmit power to optimize coverage.

* When enabled, APs will optimize their transmit power based on the time interval
configured for Background Scanning.

e Background Scanning must be enable for this feature to operate.

* This feature is designed to operate when all the following conditions below are met:
1. Transmit Power of the AP is set to Auto.
2. The APs are managed by the same ezMaster.
3a. The AP will reduce its transmit power by half when the AP detects that the RSSI of a
co-channel APs is stronger than -50dBm meaning that they are very close to each other.
3b. The AP will recover its transmit power to 100% when the AP detects that the RSSI of
co-channel APs is lower than -85dBm or no longer exist.

* EnGenius does NOT recommend enabling this feature as it may lead to a non-optimized
wireless network.




Auto Channel Selection

Wireless Radio Settings
Country: = Taiwan
2.4GHz S5GHz

Wireless Mode: |~ 802.11 b/g/n Mixed 802.11 a/n Mixed

Channel HT Mode: = 20MHz 40MHz

Extension Channel: = Upper Channel Upper Channel

Channel:  Auto Auto

Transmit Power: | Auto Auto
Client Limits: = 127 (1~127, 0 means no limit) 127 (1~127, 0 means no limit)

Data Rate: = Auto Auto

* Using the information collected by Background Scanning, ezMaster has the channel
utilization statistics of all channels. With this info, APs can automatically adjust their radio
channel for the best channel utilization and performance.

* Background Scanning must be enable for this feature to operate.

e Auto Channel Selection will take place on an AP when the Channel of the AP is set to Auto
(under Wireless Radio Settings).



New Band Steering Algorithm (1/2)

Band Steering

Band Steering: = Prefer 5GHz

5GHz RSSI: -66 dBm@

(NOTE: When enabled, band steering will be applied to all 2.4GHz/5GHz SSID profiles with the same
SSID and security settings.)

Prefer 5GHz: Specify the minimum received signal strength indicator (RSSI) required for dual-
band wireless clients to associate to the 5GHz band. If the client’s RSSI value drops below this
threshold, it will only be able to connect to the 2.4GHz band.

Band Steering

Band Steering: =~ Band Balance

5GHz RSSI: -66 dBm@

Percent of clients on S5GHz radio: | 75 %Q

(NOTE: When enabled, band steering will be applied to all 2.4GHz/5GHz SSID profiles with the same
SSID and security settings.)

Band Balance: Automatically balances the number of newly connected clients across both
2.4GHz and 5GHz bands. For example, the value 75 indicates that the AP will place 75% of all
newly connected clients whose RSSl is above threshold onto the 5GHz band while the
remaining 25% of the newly connected clients will be left on the 2.4GHz band.



New Band Steering Algorithm (2/2)

Client sends probe
request

AP determines
whether client
support dual band

Client associates to
2.4GHz

YES
(PREFER 5GHz / BAND BALANCE)

AP checks 5GHz

AR IF RSSI meet or is RSSI threshold value IF RSSI lower
higher than than specified
specified threshold

Client associates to

IF BAND BALANCE selected

AP checks current

no. of 5GHz clients :
IF % |Ower connected IF % h|gher

than threshold than threshold




EnGenius® APPENDIX B: FUTURE FEATURES




SmartSync Redundancy 1/3

Q « Normally, all Switches and

ezMaster

APs are managed centrally
by ezMaster.

« Enable SmartSync feature in
EWS Switch makes
ezMaster be able to sync
necessary data to the device.

Zone A Zone B

EWS Switch1 EWS Switch2




SmartSync Redundancy 2/3

Q » |f ezMaster disconnects from
the network, EWS Switches
automatically activate the
redundancy feature and
manage APs in the same
Zzone.

« All APs are still functioning
normally.

Zone A/ r s switch EWS Switch2

« User can still monitor APs
with EWS’s GUI (statistics,
AP status, clients ...etc.)




SmartSync Redundancy 3/3

Q « When ezMasteris back

ezMaster

online, EWS Switch will
release its managementon
downstream to APs.

Recovery process

* Logs & statistic data will then
synchronize back to ezMaster
automatically.

Zone A Zone B

EWS Switch1 EWS Switch2
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EnGenius

ezRedundancy

ezMaster
Main Server

00

A

-
-

-
-

EWS Switch

ezMaster
Redundancy Server




EnGenius® APPENDIX C: MISC




EnGenius

Advantages of a Complete EnGenius Network

3rd Party Switch

T v P %

Neutron AP Neutron A

SmartSync Redundancy* (50 APs/switch)
Complete Topology View

PoE Port On/Off Control

* Seamless Migrate existing EWS network

* AP config/settings
* AP status monitoring

*Available through future software upgrade.
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EnGenius®

Flow Chart: Managing Access Points

REMOTE ezMaster
managing
REMOTE/LOCAL APs

LOCAL ezMaster
managing
LOCAL APs

Register ezMaster to
ezReg server (bind
email)

Claim APs
(using MAC and
check code)

Use “Seamless
Migration” feature on
EWS Switch

Add APs to profile

Manage APs



Software Feature

ezMaster

EWS Switch

Project Based Management

Vv

Cross-Network AP Management

AP Group Configuration

Auto Channel Selection

Auto Tx Power

Background Scanning

Traffic Shaping

Fast Roaming

Band Steering

RSSI Threshold

Floor Plan with Wireless Coverage View

Map View

Rogue AP Detection

Visual Topology View

Wireless Client Fingerprinting

Wireless Traffic & Usage Statistics

Bulk Firmware Upgrade

One-Click Update

Captive Portal

Email Alert

I KKK IS IS I <K<K <K IS K K I I |I< |<

Intelligent Troubleshooting

Schedule Tasks (WiFi/PoE Scheduling)

K IKIKIKIKIKIKI<K <K KKK KKK K IK< <K |IK<|<

*As of ¢1.6.x release



